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|. Index-calculus: a general framework

(Western and Miller; Pollard, Adleman, Merkle, etc.)

Input: G in which primes exist (F;, hyperelliptic curves of large
genus, etc.), G = (g), n = #G, h € G.

Qutput: xs.t. h = g*.
Step 1: find the logarithms of the primes in B = {p1,p2,...,pk}-

Step 2: look for b s.t. hg” factors over B:

k k
hg" = prj Sx+b= quloggpj mod 7.
par =
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How do we find the log, p;?

Choose random integers b; for which

k k
g = Hp;-)t"’j S b= Z a; jlog, pj mod n.
j=1 i=1

When enough relations have been gathered, solve the system.

Cost: O(Ly[1/2,c]) where ¢ depends on G and/or #G.

Ly[a, ] = exp((c + o(1))(log N)*(loglog N)'~<).
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Adaptive and non-adaptive versions?

More adaptive:
k

gbo rr[ hfl — Hp]au
i=1

j=1

and use linear algebra on the logs.
Depends on the value of r, etc.

Non-adaptive: perform Step 1 only and bet on O((log ¢)°) queries?

Two strategies:
e non-adaptive versions;
e adaptive: precomputation phase only + improved Step 2.
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The case of F,: Adleman’s algorithm

This is the case G = F, in the preceding:
Step 1: find the logarithms of the primes in B = {py,p2, ..., pr}-

Step 2: look for b s.t. hg” factors over B:

k

k
hg = Hp]{lj modp & x+b= Zajloggpj mod (p — 1).
j=1 j=1

At the heart of the analyses of both steps is the probability

1/](p7pk)
p
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Analysis

Prop. STEP1 costs O(L(p)**°()); STEP2 costs O(L(p)>/>t°)).
Proof.
w(p7pk)

Proba(g’ is pr-smooth)=

p
Trial division = testing p,-smoothness costs k divisions.
Linear algebra costs O(k") with 2 < r < 3 (see later).

Total cost:
P
Ok -k o(k").
( %Z)(p,pk)>+ ()

k = L(p)” = px = klogk = O(L(p)>*+°(1)

= we need k ( 5 relations.

= 0(L2bL1/(2b)) + O(Lrb) — O(Lmax(2b+l/(2b),rb)).

2b + 1/(2b) minimal for » = 1/2 and has value 2 > rb.

STEP2: O(k ¢(pp )) O(LP+1/2P)y = o(L3/?). O
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Il. Sieving techniques

Basic problem: find all B-smooth numbers in I = [1, X].

Naive approach: divide all numbers x € I by all primes in B, with
cost’

X
> ) T(xdiv pi) ~ Xklog X.

x=1 i=1

Bernstein: general technique for any set, cost is ~ X loglogk.

Using a sieve: on /, cost drops to ~ X log log k.

Tassuming p; fits in a word
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Eratosthenes and beyond

Eratosthenes: how do we enumerate prime numbers in [2, X]?

It is much easier to enumerate composite numbers and then deduce

the primes as being not composite.

22| 33 |4 |55|6 | 77 |8 9 10

2 2 2 3 2

3 5

1111 | 12 | 1313 | 14 | 15| 16 | 1717 | 18 | 1919 | 20
2 2 (3|2 2 2

3 715 3 5

e empty sets denote primes;

e non-empty sets contain the prime factors of the composite
number.
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Eratosthenes: algorithm

B={p<vX}

Sieve:
1.SetT[x] =0 forx e [2,X];p:=1;
2. repeat
2.1 detect next prime > p.
2.2 x:=2p;
2.3 while x < X do
2.3.1 Tx] :=Tx] U{p};
23.2x:=x+p;
until p > VX.

Postsieve: find all x s.t. T[x] = 0.
Rem. replace 2.2 by x := p?;2.3.2 by x := x + 2p as soon as p > 2.

Some tricks are available (Brent, etc.).
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Finding smooth numbers using a sieve (1/2)
Minor variant of Eratosthenes:

1. Set T[x] = 0 for x € [2,X];
2.forallp € Band p* <X do
2.2 x:=p°
2.3 while x < X do
2.3.1 T[x] := T[x] U {p}; {trick}
23.2x:=x+p5

Postsieve: find all x s.t. x = [ ¢y P-

Cost: (forgetting the p° for e > 1)

k

k k
X 1 / dr
— =X -=~X ~ Xloglogk ~ Xloglog pi
Zp ;p » tlogr

i=1

Moreover: no division!
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Finding smooth numbers using a sieve (2/2)

A numerical variant of Eratosthenes:

1. Set T[x] = 0T[x] = 0 for x € [2,X];
2.forall p € Band p° < X do
2.2 x :=p°;
2.3 while x < X do
231 Tx] :=Tx] U{p}T[x] := T[x] + logp; {trick}
2.3.2x:=x+p%

Postsieve: find all x s.t. x = [],c7q plogx &~ Tx].

Rem. Some tunning is necessary in practice and depending on
applications.
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Large primes
Classical postsieving: T'[x] contains the smooth part of x.

What next? We can try to factor x/F(x) as ¢i - g2 - - - gx with
B < ¢g; < B'and forsome k < K (1, 2, 3, 4, 5?).
We end up with relations

(x, F(x),q1,- -, qx)
and we wait for collisions. For instance:
(x1,F(x1),q1) : (x2, F(x2), q1) = (x1/x2, F(x1/x2)).

e K = 1: hashing is enough;
e K = 2:reduce to finding cycles in a graph.
e larger K: filtering.

Comment: using large primes do not change complexity analyses;
but this is dramatic in practice.
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lll. Coppersmith/Odlyzko/Schroeppel (COS)

H=|p|+1, J=H—p

B ={qlgprime < gmux}U{H+c,0<c<cmx} 3S¢
LetH + ¢, H+ ¢, in B:

(H+c1)(H+c2) =F(c1,¢2) =J + (¢1 + c2)H + ¢ic2 mod p

or
log,(H +c1) +1og,(H + c2) = Zf,- logg; mod (p — 1).

Goal: find enough equations to get log of elements in B.
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COS: algorithm

If we fix ¢, then
F(ci,c) =0+= ¢ = —(J +c1H)(H +¢;)"" mod g.
= sieve!

For given 0 < ¢; < cmax:

1. Set T[ca] = 0 for 0 < ¢2 < Cmax;
2.forallgc Band ¢ <X do
22 ¢y =—(J+ciH)(H+ c;)~! mod ¢;
2.3 while ¢; < ¢y dO
2.3.1 T[ca] := Tlc2) U {q}; {trick}
232 ¢ =0+ ¢

Postsieve: find all ¢; s.t. c; =[] g and store (cy, 2, {q}).

q€T[c2]
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COS: analysis
Step 1:
With k = L(p)?, gmax = L?, cmax = LP*E, |F(c1,¢2)| = O(p]/z).
1/2
0 k-k0~p> + oK.
( V(% pi) )

O(LﬁLl/(“ﬂ)) + O(Lrﬂ) — O(Lmﬁx(ﬂ+1/(4ﬁ)7rﬂ))_

Minimum for 3 = 1/2 (giving L'); linear algebra dominates anyway,
so cost in O(L'/?), better than L?.

Step 2: if we use the plain version, we still have L*/2, which we can
improve.
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COS: smoothing

Step 1: express g"h as a product of small and medium primes u < L[2]

in time L[1/2]
o= (1) - (1)

Step 2: find logu for u € {u;}:
» findy =[], 4" ~ \/p/u which is L[1/2] smooth in an interval of
length L[1/2];
» findv=H+cs.t.vyu—p =[], ¢/ is L[1/2]-smooth.
» compute
logu = Z(n, —m;)logq; — log(H + ¢).

i

Step 3: combine to find

logh = —w+Zeilogqi+Zﬁlogui.
i i

F. Morain — Ecole polytechnique — MPRI — cours 2.12.2 — 2010-2011 16/20




Improved smoothing

Classical technique: write g'h = u/v where u,v = O(,/p) using
Euclid’s algorithm; use medium primes + g-descent; use (1 or 2)
large primes.

Joux/Lercier: see this as reducing the lattice
z p A1 Az
(18)-(a &)

i A Ay kA + kA
By By kiBi+ kB,

and remark that

= sieve on (k;, k,) and use 2 large primes.

See later specific NFS smoothing.
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IV. The case of F,.
Thm. I(n, g) = #{f € F,[X].f irreducible} ~ %

Smoothness for polynomials:

Ny(n,m) = #{f € F,[X],deg(f) < n,g | f = deg(g) < m}

Thm. (Soundararajan) Let u = n/m and assume 1 <m < n.
Uniformly for all prime powers g > (nlog”n)'/™, we have

n

q

Ny(n,m) = u(Fo(1)u

as m,u — oQ.

Detecting smooth polynomials: (see Coppersmith) compute

g(X) =" (x) ] (x* — X) mod f(X);

k<m

f is m-smooth iff g = 0.
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Coppersmith’s algorithm (1/2)

Fo = Fo[X]/(f(X)) = Fo[X]/ (X" + X + 1)
B = {Pi(X),irreducible, deg(P;) < 17}. Consider

C(X) = X*A(X) + B(X)
with A, B of degrees < 10 (there are 22! of them).
D(X) = C(X)* mod £(X) = (X* + X)A(X)* + B(X)* mod £(X),

where r.h.s. has degree < 42.
If C(X) and D(X) are smooth

then
y4 l
> eilogP;=4> filogP; mod (2'7 —1).

i=1 i=1
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Coppersmith (2/2)

Thm. For IF,., Coppersmith’s algorithm is in O(exp(cm'/3(log m)*/3)).

Rem. Gordon & McCurley: smoothness testing of (C(X), D(X)) can
be done using a sieve.

Current record: Joux & Lercier with m = 613 (in 2005).
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