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Political ads targeted based on
personality

e Cambridge Analytica & 2016 US election
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https://qz.com/1782348/cambridge-analytica-used-these-5S-political-ads-to-target-voters/

e The effectiveness of these campaigns is disputed


https://qz.com/1782348/cambridge-analytica-used-these-5-political-ads-to-target-voters/

Foreign interference In
elections

e |Internet Research Agency (IRA) & 2016 US election
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You can color your own Bernie Hero!

Today Americans are able to elect a president with godly moral principles.
Suggested Page v p gocly princip

There is a new coloring book calling "Buff Bernie: A coloring Book for Hillary is a Satan, and her crimes and lies had proved just how evil she is.
Berniacs" is full of very attractive doodles of Bernie Sanders in muscle And even though Donald Trump isn't a saint by any means, he’s at least an
1 poses. . .
Secured Borders ) ) ) honest man and he cares deeply for this country. My vote goes for him!
s d The author of the book said that she wanted people to stop taking this whole
ponsore thing too serious. The coloring is something that suits for all people. ...

Every man should stand for our borders! Join! - Mo.re . SATAN IF I W|N EL'NTUN WINS|
; ‘ JESUS: NOT IF | CAN HELP IT!

T
™ A

Secured Borders
News & Media Website
134,943 people like this.

ile Like Page

PRESS "LIKE" TO HELP JESLS WIN!

97 Reactions 15 Comments 29 Shares

1l Like @ Comment # Share

10 times the average click through rate
e Content on polarizing topics, campaign spread over 2 years

e Targeting attributes: African-American history, latin hip hop, black nationalism
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Political ads featuring fake
Nnews

‘Q Daily Vine

Sponsored « Paid for by Right Wing News

BREAKING: $1.8 BIL Of Soros' Money Just Intercepted - He Could
Officially Go To Prison For Years

BREAKING: $1.8 BIL Of Soros’ Money Just
Intercepted - He Could Officially Go To Prison
Do not pass Go. Do not collect $200

RWNOFFICIAL.COM

Trump campaign runs hundreds of misleading Facebook ads
warning of Super Bowl censorship

Team President Donald J Trump
Sponsored - Paid for by Right Wing News

Trump Has HAD IT! Sarah Sanders Announces They're ALL Banned From

WH Effective NOW!
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Trump Has HAD IT! Sarah Sanders Announces
They're ALL Banned From WH Effective NOWI
The announcement came right after a book

RWNOFFICIAL.COM

Defiant Mark Zuckerberg defends
Facebook policy to allow false ads

Zuckerberg says ‘people should be able to judge for themselves the
character of politicians’ and compares alternative to censorship

guardian



Weaponization of ad
technology

* Engineer polarization
e \oter disengagement

e \Voter manipulation

Important problem with no satisfying solutions!



Facebook countermeasures
In 2018

e Political ads can only be send by:
 Advertisers in the same country as the targeted users

* Advertisers who have verified their account (by providing
an identity card or phone number)

o All political ads need to include a “Paid for by ...” disclosure

» Facebook launched the Ad Library that contains historic
logs of all political ads that run on the platform

Many critiques: PAYERUEY € ) FoUNDRTION
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Imitations of the Ad Library:
Data asymmetry

Only limited data made available about micro-targeting !

Data About This Ad o

© Active
Started running on Apr 7, 2020 ﬁ

1N. 518057215207388

Detailed Targeting @ Include people who match @
90K - 100K $1K - $1.5K

TS A e (R Interests > Additional Interests

] Anti-abortion movements
Who Was Shown This Ad

K’.: N Suggestions | Browse
Men Women

20% Focus on the Family

Fox News Channel

Susan B. Anthony List

15%
1% 1%
— Likely engagement with US political content (conser
i Languages ©
il Family
o Connections @
. I Ben Shapiro
o |

1
[ | .
Religion
18-24 25-34 35-44 45-54 55-64 65+

Dennis Prager

1 Joel Osteen

Where This Ad Was Shown

> 250k free formatted attributes




Limitations of the Ad Library:
Enforcement

e Declaration of sending a political ad is on a voluntary basis
 No info about how Facebook enforces this policy

How many political ads are missed from the Ad Library?



Our solution

Build an independent auditing system for political ads

that

enables the participation of the society in the process of
uncovering (potential suspicious) political campaigns

by

donating data about the ads they receive on their Fb timeline

{OAdAnalyst



Chrome and Firefox extension

Secours popul
Sponsored - Paid

Soutien aux sans-abris

OO 35«
|f) Like

Ad collector

br by Secours populaire - &

Why You're Seeing This Ad

@ Only you can see this

X

You're seeing this ad because your information matches Secours populaire's advertising

requests. There could also be more factors not listed here. Learn More

" Secours populaire wants to reach people who may be similar to their
customers.

0 Secours populaire is trying to reach people Facebook thinks are
interested in Voluntary association.

Secours populaire is trying to reach people who speak French
(Canada) and French (France).

Secours populaire is trying to reach people, ages 25 and older.

0 Secours populaire is trying to reach people whose primary location is
France.
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https://adanalyst.mpi-sws.org/

® O ® O adanalyst x  +

< C { @& adanalystmpi-sws.org

23 Apps bags fitness sensors 5 impersonators patents data aggre...

O AdAnalyst

Ads

Check your daly unique ad consumption, by clicking
on any date in the calendar!

ist, Elegant & Trendy watch! kickstarter.com
pick out a watch ©, you want it to be
attractive but not gaudy? ? The Widdenbur.

@ 0

Other Bookmarks

ax 69O

ES privacy 2 privacy1 privacy3 relatedwork »

About  Ad Statistics How it works  Installation =~ Research ~ Who are we?

o October 2017 o
Su Mo Tu We Th Fr Sa
2 3 4 s 6
8 9 10 11 12 13 14
15, 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 31

Time: 04/10/2017 23:00
Advertiser:  Widdenburg

Advertiser cates
Explanation: On

pact expl : Pilbased targeting
Users also received this ad for: Pll-based targeting
The advertiser targated o*er users with: Pll-based targeting il

Time: 04/10/2017 23:00 €

AdAnalyst

Did you know that anyone can target you with ads on Facebook? Political campaigners, low quality shoes
shops and even your neighbour? We designed AdAnalyst to help you analyze who targets you with ads
and why so that you can detect if an advertiser is trying to deceive you. AdAnalyst allows you to check:

What advertisers are targeting you?

Who else receives the same ads as you?

What does Facebook know about you?

Installation




Political ad detector

https://www.eleicoessemfake.dcc.ufmg.br/anuncios/

@ Facebook Ad Monitor X +

c o
B3 bags

@ eleicoessemfake.dcc.ufmg.br/anuncios/

Apps fitness sensors 5 impersonators

Laboratério de Computagao Social - LOCUS

f Impulsionamentos do Facebook

Busca de Anuincios

ES patents data aggre... B3 privacy2 E3 privacyl

B privacy3
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Olé! Seja bem-vindo(a) ao sistema de busca de antincios politicos. Nosso sistema coleta antincios do Facebook vistos por colaboradores que instalaram nosso plugin de navegador para Chrome e Firefox.

Apés esta coleta, nés aplicamos técnicas de Inteligéncia Artificial para que possamos identificar possiveis antncios de contetdo politico. Para cada anincio é atribuido uma nota de 0 a 100%, onde 100%

Estatisticas

indica antncio potencialmente politico. No entanto, como toda técnica de Inteligéncia Artifical, existe um erro associado a classificagdo de ser ou ndo um antincio politico. Portanto, apenas evidenciamos

andincios que precisam ser checados por um ser humano, afim de encontrar fraudes, noticias falsas e/ou manipulagéo da opinido pblica.

Ajude-nos a obter mais antincios do Facebook. Instale as extensdes para Chrome ou Firefox. (Ex(enséu para Chrome) —(Extenséo para Firefox)

Goura

Categoria de Fanpage:

Public Figure'

Debate sobre a maconha medicinal é marco histérico na
Camara Municipal, diz Goura - Foi um momento histérico para a
Camara Municipal de Curitiba a realizagdo, nesta sexta-feira
(14), da reuniao pablica para debater o uso da Cannabis, a
popular maconha, para fins terapéuticos no tratamento de
diversas doengas. Estiveram presentes cerca de cem pessoas, 0
que confirmou a relevancia do tema para a sociedade. O evento
também marcou a Gltima atividade promovida pelo Mandato
Goura nesta legislatura antes do vereador Goura assumir o

cargo de deputado estadual na Assembleia Legislativa do

Paran, no inicio de fevereiro de 2019, “Fechamos o ano e o
mandato de vereador com esta reuniao, que & um marco
histérico para a Camara Municipal e para nés, trazendo ao
debate publico este tema tdo importante e que ndo pode ser
negligenciada por conta de preconceitos e falta de

informagdes”, disse Goura. Leia a matéria completa no link
abaixo

Identificagdo do Anunciante/Pégina:
774261232619294

Link para Pagina do Anunciante:

¥ Anuncios Politicos n

Anuncios Coletados Pelo Plugin

Os anuncios desta segéo foram coletados pelo plugin instalados pelos usuarios no Chrome e Firefox.

VICE Brasil

Categoria de Fanpage:

"Media/News Compan:

Candidato a deputado federal em 2014 pelo PSB, o astronauta
Marcos Pontes virou a casaca ao se filiar ao PSL e est4 diante de
voos complexos até para quem j4 frequentou o espago.
Conhega a trajetéria do futuro ministro na coluna "A Banca de
Bolsonaro".

Identificagdo do Anunciante/Pégina:

413311542173258

Link para Pagina do Anunciante:

https:/www.facebook.comAvicebrasil/

Probabilidade de Antncio Politico: 100%
100%

» Imagens relacionadas a este Andincio.

o el o= |

Veronica Costa

Categoria de Fanpage:

'Public Figure'

Mae Loira é de luta! - Derrotamos a Méfia dos &nibus. Aqui na
Camara Municipal do Rio de Janeiro, acabamos com a rentincia
fiscal das empresas de dnibus no municipio. Segundo
levantamentos do meu gabinete, as isengdes dos Gltimos 8

anos podem ter dado um prejuizo de mais de 500 milhdes de

reais para a cidade. - Enquanto os empresarios do setor lucram
milhdes prestando um servico de péssima qualidade e politicos
corruptos recebem propina, a populagdo carioca padece. As

pessoas ... seguem morrendo na fila dos hospitais, falta

dinheiro para educagdo, para o pagamento dos servidores, etc.
- Agora s6 falta o prefeito Crivella sancionar essa lei. Dizer se
estd ao lado do povo ou ao lado da Méfia dos Onibus. Vamos
cobrar e fiscalizar. Foi uma vitéria do povo. Virao muitas outras.
Chega de sermos governados por politicos corruptos e
empresérios inescrupulosos. Para cimal - #
MandatoVeronicaCosta # VeronicaCosta # VereadoraRj #
MaeLoira # AmorETrabalho Venha conhecer o nosso gabinete e
ajudar a construir nosso mandato. Sou presidente da Comisséo

de Prevengdo as Drogas e vice-president

da Comissao de
Defesa da Mulher, autora de mais de 70 Leis, dentre elas
destaco a do lovem Aprendiz, do Empacotador. do Primeiro

eo

ES Other Bookmarks

11

Web application that runs our
political ad classifier

Authorities and citizens can
check ads classified as political
similar with the Facebook Ad
Library


https://www.eleicoessemfake.dcc.ufmg.br/anuncios/

The users

OPINIAO

Ricardo R. Campos, Juliano
Maranhdio e Fabricio
Benevenuto: Fake news e a
crOonica do caixa 2 anunciado

FOLHA DE S.PAULO @ voL

ooooooooooooo

Opinion

FABRICIO BENEVENUTO

Fake News ls POisoning BraZilian Professor,da \Univers.i.dade Federal de Minas Gerais __,E].__

Politics. WhatsApp Can Stop It.

By Cristina Tardaguila, Fabricio Benevenuto and Pablo Ortellado

Ms. Tardaguila, Mr. Benevenuto and Mr. Ortellado are the authors of a new report on
misinformation in Brazil.

€he New York imes

Over 2,000 users volunteered to install our browser extension
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Data collection

e AdAnalyst dataset (sample of ads people see - both political and non political):
239k ads from 40k advertisers
e Pre-electoral period (March — August 2018) — 166k ads
e Electoral period (August — October 2018) — 74k ads

e Facebook Ad Library dataset (the official political ads in Brazil):

e 100k ads from 5k advertisers

Data gathered by a web crawler
e Electoral period (August — October 2018)

e Post-electoral period (October 2018 — December 2019)

13



Detection of political ads

Political ads (+)

Team President Donald J Trump

Sponsored « Paid for by Right Wing News
Trump Has HAD IT! Sarah Sanders Announces They're ALL Banned From
WH Effective NOW!

THE WHITE HOUSE
WASHINGTON (RWN

Trump Has HAD IT! Sarah Sanders Announces
They're ALL Banned From WH Effective NOW!

The announcement came right book

@ LGBT United 1k Like Page

You can color your own Bernie Hero!

There is a new coloring book calling "Buff Bernie: A coloring Book for
Bermiacs” is full of very attractive doodles of Bemie Sanders in muscle
poses.

The author of the book said that she wanted people to stop taking this whole
thing too serious. The coloring is something that suits for all people.
See More

PandaBoo i
Sponsored - @

J'ai rarement vu quelque chose d'aussi mignon que cette tirelire pour

(

e Like 8 Comment A Share

A} Doodly
J Sponsored -

Special Lifetime Software Deal!

enfant & 1-time price of just $67 (Normally $468/year)

No monthly fees EVERL... See More

PANDABOO-KIDS.COM

| 75%OFF

Shop Now WWW.DOODLY.COM

Ce Petit Panda Garde L'Argent Des Enfants! 75% Off Doodly! NO MONTHLY FEE. Ends Soon! Download
©0s 13 57 Comments 137 Shares O 13 Comments 1 Share
i Like O Comment #> Share - o) Like (D Comment /> share e~

%Bemg Patriotic i their event
) @

Hillary Clinton is the co-author of Obama’s anti-police and anti-Constitutional
propaganda

Jul Down With Hillary!
D3 Sat1PMEDT 1 Pierrepont Piz, New York iy, * Interested

il Like 8 Comment

£ Cabanabri o
Sponsored - &

Les enfants n'ont jamais été aussi conquis !

Une cabane pliable pratique et simple d'utilisation !

CABANABRI.COM

o Shop N

Cabanabri op Now

QO 16 505 Comments 830 Shares
oY Like (D comment ¢ Share [ R4

on political ads (-)
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Challenges

“An ML model is only as good as the data it is fed”
“Garbage in - Garbage out”
e Good quantity of labeled data

e Good quality labels

What is a political ad?

15



No consensus on a

definition

facebook

(i) it is made by, on behalf of or about
a current or former candidate for
public office, a political party, a
political action committee or
advocates for the outcome of an
election to public office; or (ii) it relates
to any election, referendum or ballot
initiative, including "get out the vote"
or election information campaigns; or
(iii) it relates to any national legislative
iIssue of public importance in any
place where the ad is being run; or (iv)
it is regulated as political advertising.
(v) it is related to issues of public
Importance: abortion, budget, ...

16
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We define political content as content
that references a candidate, political
party, elected or appointed
government official, election,
referendum, ballot measure, legislation,
regulation, directive, or judicial
outcome. Ads that contain references
to political content, including appeals
for votes, solicitations of financial
support, and advocacy for or against
any of the above-listed types of
political content, are prohibited under
this policy. We also do not allow ads of
any type by candidates, political
parties, or elected or appointed
government officials.




Definitions have tradeoffs

 Narrow definition: constrains the types of ads you detect

* Broad definition: leaves room for different interpretations

Christians around the world are suffering for their faith, Political or not?
and there is a critical need for Bibles and discipleship

training to help them stand strong. Help us meet our goal

to reach 10,150 persecuted Christians with God’s Word

and training to disciple more believers.

Help us force companies to stop the destruction of
rainforests caused by the production of palm oil.
Greenpeace will see to it that companies keep their
promise to use only palm oil that doesn’t come at the cost
of clearing forests.

If socialism is really so great, why don’t socialist
professors teach for free??

17



Gathering labeled data

Focus on just operationalizing a definition (the Fb def)!

e 3 students labeled 10k ads from AdAnalyst: 233 political ads +
9,767 non-political ads

e Compliant advertisers are already labeling their ads as political

Gold standard collection:

Political ads/positive examples Non political ads/negative examples

10k ads from Facebook Ad

Library "
4 9,767 labeled non-political ads

233 labeled political ads from AdAnalyst dataset
from AdAnalyst dataset

18



Evaluation of supervised
ML algorithms

e © classifiers: Naive Bayes, Random Forest, Logistic
Regression, SVM, Gradient Boosting, Convolution Neural
Networks (CNN)

* Ads represented using wold embeddings
e Word2Vec with 300 dimensions

10 fold-cross validation on the gold standard collection

19



Accuracy of ML models

0.92(£001) = 57%

Assume we have 10.000 ads and 5% are political ads (500)

A classifier with 85% TPR for 1% FRP:

e Will correctly label 425 of political ads as political

e Will mistakenly label 95 of non-political ads as political
e Will miss 75 political ads

20



Deploy our classifier In the
wild (Brazilian Election)

HE E
b

e CNN classifier with a threshold of 0.97
(78% TPR for 1% FPR)

* CNN classified 835 ads as political out
of the 38k ads we tested

#campanhaeleitoral m

| am meeting friends, making new friends and bringing
my message as a state deputy candidate to all residents
of Marmeldpolis (MG). Let’s go together! A NEW LOOK
FOR MINDS Political Advertising: CNPJ
31.208.669/001-05 #Marmeldpolis #ANewlLooking
ForMines #DrRobertoBob20200.

2% of ads in people’s Fb feeds were political but not labeled as such!

A considerable amount of political ads (in Brazil during the presidential
election) was missing from the Facebook Ad Library

21



Compliance with the
Brazilian Election Legislation

e Resolution No. 23,551 of the Superior Electoral
Court in Brazil. In the electoral period (August 16
to October 28th):

Ads can be send by candidates, political
parties or coalitions

Ads can be send by any natural person (e.g. a
bot or a fake profile is not a natural person), as
long as they do not pay for content promotion

Ads must specify the National Register of
Legal Entities (CNPJ) or the registration
number in the Register of Individuals (CPF)

Ads must include the text “Electoral
Advertising” (in Portuguese: Propaganda
Eleitoral).

Declare spending at the electoral court

22

20% of undeclared ads come
from advertisers that are not
allowed by law to post ads
(NGOs, people, news media)

10% of undeclared ads had the
appropriate disclaimer in the
text of the ad (but ads were not
labeled as political on Fb)



Conclusion

Bad news:

e Many advertisers (in Brazil) did not label their ads as political
* The Facebook Ad Library is missing many political ads

Good news:

e We can use labeled ads from compliant advertisers to catch
non compliant advertisers with high accuracy

 Feasible to build independent auditing systems that enables
the participation of the society

23



Food for thought

e How can countries enforce their election legislation?
* No control over what appears in the Ad Library

 Not always clear who is the legal entity behind an ad

* What do we want to know about how Facebook is
enforcing the declaration of political ads?

 Who should define what a political ad is? How useful is to
have a definition?

24



Questions?

Thank you!



