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From “Thirty Years of Integer Factorization”, F. Morain, 2001

year

# decimal digits
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★

2007 2010

313

21039 - 1
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From “Cramming more components onto integrated circuits”, Gordon E. Moore. 
Electronics, Volume 38, Number 8, April 19, 1965
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From “Cramming more components onto integrated circuits”, Gordon E. Moore. 
Electronics, Volume 38, Number 8, April 19, 1965
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The quantum bit

• Classical bit is either

• 0 or 1

• Quantum bit (qubit) can be

• the eigenstates      or     

• or a superposition 

•              are probability amplitudes

•         

9

|0� |1�

|ψ� = α|0� + β|1�

α,β ∈ C

|α|2 + |β|2 = 1



The quantum bit

• Geometrical interpretation – the Bloch sphere

10

|ψ� = cos(θ/2)|0� + e iφsin(θ/2)|1�



Quantum bit register

• n classical bits     vector in a 2n dimensional space

• n qubits     vector in a 2n dimensional space

• Number of dimensions grows exponentially

• Extra states − the entangled states

11

→

→

(reg3) = a0 (001) + a1 (010) + a2 (100) with ai = 0 or 1

|ψreg3� = a0 |000� + a1 |001� + a2 |010� +

a3 |011� + a4 |100� + a5 |101� +

a6 |110� + a7 |111� with
�

i

|ai |2 = 1

Zn
2

H
⊗n
2 = H2 ⊗ ...⊗ H2



Quantum bit implementations

12

Physical system Qubit state

Photon Polarization

Electron or nucleus Spin

Trapped ion Electronic state

Molecule under NMR Collective spin

Quantum dot Charge or spin

Flux qubit Charge

• Non exhaustive list



A quantum “computer”

13
http://cdn.physorg.com/newman/gfx/news/hires/teleportationapparatus1.jpg

http://cdn.physorg.com/newman/gfx/news/hires/teleportationapparatus1.jpg
http://cdn.physorg.com/newman/gfx/news/hires/teleportationapparatus1.jpg


The quantum collapse

• Measuring a qubit                         yields  

•      with probability 

•      with probability 

• Measurement destroys initial state

• Collapse into one of the eigenstate

• No cloning theorem

• Arbitrary unknown state can not be duplicated

14

|ψ� = α|0� + β|1�

|0� |α|2

|β|2|1�



Quantum computations

• Temporal evolution – the Schrödinger equation 

• This implies                                  with    a unitary operator 

• A quantum program ≡ unitary matrix 

15

i� d

dt
|ψ(t)� = H(t) |ψ(t)�

|ψ(t)� = U(t, t0) |ψ(t0)� U

Mprog

|ψout� = Mprog |ψin�



An example: the Walsh-Hadamar transform

• Hadamar gate defined by

• Walsh-Hadamar transform on a n qubit register 

• n Hadamar gates → superposition of all possible 2n states

16

H|0� =
1√
2
(|0�+ |1�)

H|1� =
1√
2
(|0� − |1�)

MH =
1√
2

�
1 1
1 −1

�

Hn(|00 ... 0�) = (MH ⊗ ...⊗MH)(|00...0�)

=
1√
2n

( (|0�+ |1�)⊗ ...⊗ (|0�+ |1�) )

=
1√
2n

2
n−1�

x=0

|x�



The quantum parallelism

• Given a gate

• Combined with Walsh-Hadamar 

• n Hadamar gates + one Uf  → superposition of all possible f(x)

17

Uf : |x , y� �→ |x , y ⊕ f (x)�

n qubits

k qubits

|x�

|y�
Uf

|x�

|y ⊕ f (x)�

Uf Hn|�0n,�0k� = Uf
1√
2n

2n−1�

x=0

|x ,�0k�

=
1√
2n

2n−1�

x=0

|x , f (x)�



Quantum algorithms

• Quantum parallelism can lead to exponential speed-up

• Problem – quantum collapse

• How to measure the result?

• Use tricks to get result with high probability

• Roughly speaking, two main algorithms (+ derivatives)

• 1996 – Grover’s algorithm (search within N elements in           )

• 1994 – Shor’s algorithm (integer factorization & discrete log)

• Integer factorization in polynomial time

18

O(
√

N)



Outline

19

Quantum computation

Shor’s algorithm

Grover’s algorithm

Quantum communication



Shor’s factoring algorithm – overview
• Runs in polynomial time –

• Basic idea – reduce factoring to period-finding problem

20

Shor’s factoring algorithm

Input:
Output:

integer N to factor of size 
a factor p of N

1. Choose base:
 Pick          coprime to N
2. Find period: this is the quantum part
 Find the period r of f given by
3. Deduce factor:
 If r is even then since                     
                                          or 

n = �log2 N�

x ∈ Z

x r = 1 mod N
p = gcd(x r/2 − 1,N) p = gcd(x r/2 + 1, N)

f (y) = xy mod N

O((log N)3(log log N)(log log log N))



Shor’s algorithm – the quantum part

• Let            such that

• Start with 

• All        computed with one application of    

• Measure          only → gives a result v 

21

Q = 2q N2 ≤ Q ≤ 2N2

|ψ� = |regq, regn� = |�0q,�0n�

|ψ� = Mf Hq |�0q,�0n� = Mf
1√
Q

Q−1�

a=0

|a,�0n�

=
1√
Q

Q−1�

a=0

|a, f (a)�

f (a) Mf

|regn�

|ψ� =
1√
#A

�

a∈A

|a, v� where A = {y |f (y) = v}



Shor’s algorithm – the quantum part

•                                

• Quantum Fourier Transform on     qubit register

•  

•

22

�
withQFT : |x� �→ 1√

2d

2d−1�

y=0

ωxy |y� ω = exp(2πi/2d)

|ψ� =
1√
#A

�

a∈A

|a, v� with |a� = |a0 + kr�

QFT |ψ� =
1√
#A

�

a∈A

1√
Q

Q−1�

y=0

ωay |y , v�

=
1√

Q#A

Q−1�

y=0

exp(2πia0y/Q)
#A−1�

k=0

exp(2πikry/Q)|y , v�

Prob(y = y0) =
#A

Q

�����
1

#A

#A−1�

k=0

exp(2πikry0/Q)

�����

2



Shor’s algorithm – the quantum part

•  

• Quantum interferences

• Prob(y = y0) is higher as ry0/Q is closer to an integer  

23

Prob(y = y0) =
#A

Q

�����
1

#A

#A−1�

k=0

exp(2πikry0/Q)

�����

2

Destructive interferences Constructive interferences for����
y0

Q
− k

r

���� ≤
1

2Q

e2πiry0/Q

e2πiry0/Q



Shor’s algorithm – the quantum part

• Mesure first register →              with high probability

•  

• Find r knowing y0 and Q ?
24

|y�
Q

r

2Q

r

3Q

r

4Q

r

Prob(y = y0)

y0 ≈ k
Q

r

y0

Q
≈ k

r



Shor’s algorithm – deducing the order

• Remember                        and 

• Use continued fractions to find     and     from y0, Q

• There is only one such fraction iff 

•     is the period iff              

•     is a factor of the period otherwise

• Repeat quantum part if needed

• At most                    times

25

k∗ r∗

r∗

r∗

gcd(k∗, r∗) = 1

O(log log r)

Q ≥ N2

r < N

����
y0

Q
− k

r

���� ≤
1

2Q



Shor’s algorithm – it works!

• Nature 414 (6866): 883–887 (2001)

26
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Quantum computation

Shor’s algorithm

Grover’s algorithm

Quantum communication



Grover’s algorithm

• Unstructured search 

• Find one element within N elements in            

• Classically in O(N )

• Quadratic speed-up

• Akin to inverting a function f 

•            entries               

• Find the unique     such that 

28

O(
√

N)

[0...N − 1]

f (x0) = 1x0

N = 2n



Grover’s algorithm

• Start with a superposition of            states (n qubit register)

• Apply f transform

• We would like to measure          with high probability         

29

N = 2n

|ψ0� = Hn|�0n�

=
1√
N

N−1�

x=0

|x�

|x0, 1�

|ψ� = Uf |ψ0, 0� =
1√
N

N−1�

x=0

|x , f (x)�



Grover’s algorithm

• As is, only 1 over N chance to measure 

• Amplify that probability with two transforms

• Phase inversion

• Inversion about average

30

|x0, 1�

|1, 0� |2, 0� |N − 1, 0�|0, 0�

... ...
|x , f (x)�

Amplitude

1√
N

|x0, 1�

Grover iteration








Grover iteration − Phase inversion

• Inverse phase of amplitude for
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|x0, 1�

|1, 0� |2, 0� |N − 1, 0�

... ...
|x , f (x)�

Amplitude

1√
N

− 1√
N

|x0, 1�

• Is this possible with a unitary transform?

• Yes!



Grover iteration − Phase inversion

• We showed that                                     is a unitary transform

• Now take                       and              or 1

• We obtain the phase-inversion transform

32

f (x) = 0

Uf : |x , y� �→ |x , y ⊕ f (x)�

Ui |x� = Uf |x , y0�

|y0� =
|0� − |1�√

2

Uf |x , y0� = |x� |0⊕ f (x)� − |1⊕ f (x)�√
2

(−1)f (x)|x , y0�



Grover iteration − Inversion / average

• Inverse about average of amplitude for
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|1, 0� |2, 0� |N − 1, 0�

... ...
|x , f (x)�

Amplitude

1√
N

|x0, 1�

|x0, 1�

• Is this possible with a unitary transform?

• Yes!



Grover iteration − Inversion / average

• Inversion about average operator       given by matrix      

• Indeed 

•      is unitary

• Since            then 

34

Ua Ma

Ma = −I + 2P P =
1

N




1 ... 1
...

. . .
...

1 ... 1



with

Ma�v = −�v + 2�A

= �A + (�A− �v)

Ma

P2 = P M2
a = I − 4P + 4P2 = I



Grover iteration − Effect on amplitudes
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|1, 0� |2, 0� |N − 1, 0�
|x , f (x)�

Amplitude

1√
N

− 1√
N

|x0, 1�



Grover iteration − Effect on amplitudes
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|1, 0� |2, 0� |N − 1, 0�
|x , f (x)�

Amplitude

1√
N

− 1√
N

|x0, 1�

Phase inversion



Grover iteration − Effect on amplitudes
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|1, 0� |2, 0� |N − 1, 0�
|x , f (x)�

Amplitude

|x0, 1�

1√
N

Inversion about average



Grover’s algorithm − geometrical interpretation

• Initial state

• As a vector in the space spawned by       and 
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sin θ =
1√
Nθ

|ψ0�

|ψ0�

θ → 1√
N

as N →∞

|ψ0� =
1√
N

N−1�

x=0

|x� =
1√
N

�

x �=x0

|x�+
1√
N

|x0�

|x0�

|x0�

�ψ0|x0� =
1√
N



Grover’s algorithm − geometrical interpretation

• Initial state

• As a vector in the space spawned by       and 
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θ inversion about average Ua

2θ |ψ0�

Ui |ψ0�

phase inversion UiUaUi |ψ0�

UaUi |ψ0� = (2|ψ0��ψ0| − I )Ui |ψ0�

|ψ0��ψ0|Ui |ψ0�

|x0�

|ψ0�|x0�

|ψ0� =
1√
N

N−1�

x=0

|x� =
1√
N

�

x �=x0

|x�+
1√
N

|x0�

Ui |ψ0� = |ψ0� −
2√
N

|x0�



Grover’s algorithm − geometrical interpretation

• Initial state

• As a vector in the space spawned by       and 
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θ

2θ |ψ0�

UaUi |ψ0� One Grover iteration UaUi

Number of iterations k

2kθ + θ =
π

2

k =

�
π

4θ
− 1

2

�
→

�π

4

√
N

�

|x0�

|ψ0�|x0�

|ψ0� =
1√
N

N−1�

x=0

|x� =
1√
N

�

x �=x0

|x�+
1√
N

|x0�

Rotates       counterclockwise
by     towards 2θ |x0�

|ψ0�



Grover’s algorithm

• Repeat phase & average inversion about            times

• Failure rate    

• Grover’s algorithm shown to be optimal

• Generalization known as amplitude amplification algorithm

• Case with several solutions

• Find global minimum of a function

• Evaluation of special integrals
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π

4

√
2n

� 1

N



Outline
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Quantum computation

Shor’s algorithm

Grover’s algorithm

Quantum communication



Quantum Key Distribution
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• Simplest example: BB84 [Bennet & Brassard, 1984]
• Relies on no-cloning theorem and quantum collapse 

BobAlice

Eve

Classical channel

Quantum channel



BobAlice

Eve

BB84 – Key Distribution

44

Sends random bits
in random bases

2

Choose random basis
and measures qubits

3

Alice & Bob agreed
on 50% of all bits
transmitted.

This is their key!

Basis 
reconciliation

4
Uses two basis at random

0 : |↓�
1 : |→�

0 : |��
1 : |��

or

1



BobAlice

Eve

BB84 – Intercept-resend strategy

45

Intercepts qubits and 
measures using a random 
basis

1 Resend measured qubits

Eve choose the good basis
 Resent qubit is ok

Eve choose the bad basis
 Resent qubit bad with
 proba 50%

2

Can detect a 25% error
rate and discards the key

3



Intermezzo – Quantum entanglement

• Entanglement − subsystem cannot be taken in isolation

• Non-classical correlations between constituents of the system

• Formally, subsystem a and b are entangled if 

• Simplest example: an EPR pair [Einstein-Podolsky-Rosen]

•  

• Non-local correlations → subluminal communication

• Einstein: Spooky action at a distance

• Deep philosophical implication

• No consensus on the interpretation of Quantum Mechanics
46

|ψab� �= |ψa� ⊗ |ψb�

|ψ0� =
1√
2
(|00�+ |11�)



Dense coding

• [Bennett & Wiesner, 1992]

• Uses entanglement to send one qubit & extract two classical bits

• Needs a source of EPR pairs

•  

• Five unitary transforms
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X : |0� → |1�
|1� → |0�

Z : |0� → |0�
|1� → −|1�

I : |0� → |0�
|1� → |1�

Y : |0� → −|1�
|1� → |0�

Cnot : |00� → |00�
|01� → |01�
|10� → |11�
|11� → |10�

|ψ0� =
1√
2
(|00�+ |11�)



Dense coding
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BobAlice

Quantum channel

EPR source

1
Generates entangled EPR pairs

|ψ0� =
1√
2
(|00�+ |11�)

Sends one of the qubit to Alice
Sends the other to Bob



Dense coding
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BobAlice
EPR source

A

3
Sends modified qubit to Bob

2
Encodes two classical bits via
local transforms on her qubit

3 → (Z ⊗ I )|ψ0� = (|00� − |11�)/
√

2

2 → (Y ⊗ I )|ψ0� = (|01� − |10�)/
√

2

1 → (X ⊗ I )|ψ0� = (|10�+ |01�)/
√

2

0 → (X ⊗ I )|ψ0� = (|00�+ |11�)/
√

2



Dense coding
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BobAlice
EPR source

A

4
Applies Cnot

1 → (|11�+ |01�)/
√

2

2 → (|01� − |11�)/
√

2

3 → (|00� − |10�)/
√

2

0 → (|00�+ |10�)/
√

2

5
Measures second qubit

|1�B → 1 or 2

|0�B → 0 or 3

This does not disturb the state!



Dense coding
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BobAlice
EPR source

A

After step 5

1 → (|11�+ |01�)/
√

2

2 → (|01� − |11�)/
√

2

3 → (|00� − |10�)/
√

2

0 → (|00�+ |10�)/
√

26
Hadamar on first qubit

|0�A → 0 or 1

|1�A → 2 or 3



Dense coding
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BobAlice
EPR source

Eve

A

No information from a single qubit.

Information comes from correlations
between Alice and Bob’s qubits.



Quantum teleportation
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Error – Slides have been teleported to a parallel universe*

*Actually they have not been written due to lack of motivation and suitable temporal window
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