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Systems that must not fail

CRITICALITY
"320-

- Flight control systems
- Automated train systems

- Power plant monitoring software

State of the art: industrial certification of the development process, sometimes
using formal methods, eg. SCADE
Scientific questions:

- Can we produce an end-to-end correctness proof?
- Can verification performed at high-level be transported and
replayed at low-level?
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FORMAL VERIFICATION Appel 2011 Bohrer, Tan, Mitsch, Myreen, and Platzer 2018
Klein et al. 2009 Bourke, Brun, Dagand, Leroy, Pouzet, and Rieg 2017

CompCert a verified C compiler in Coq
VST a C verification toolset based on CompCert
selL4 a verified micro-kernel in Isabelle
CakeML a verified compiler for a functional language in HOL

VeriPhy a verified pipeline from CPS to controllers, using KeYmaera X, HOL4
and Isabelle

Velus a verified Lustre compiler in Cog, based on CompCert
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THE LUSTREC PROJ ECT

An academic Lustre compiler with several backends and verification abilities

- Generation of ACSL specification, along with

- Encoding of the correctness result, to be I all a

proven by solvers Software Analyzers

- Automatic contract translation



EXAMPLE

L _L node euler(x0, u: real)
FBY . .
u>— o M & | >x returns (x: real);
0.1 »J— X let
. X = x0 fby (x + 0.1 * u);
é tel
Xo 0.00 1.55 3.62 5.46
u 15.00 20.00 17.00 12.00

X+ 0.1 xu 1.50 3.50 5.20 6.70
X 0.00 1.50 3.50 5.20



EXAMPLE

L _L node euler(x0, u: real)
FBY . .
u>— o M & | >x returns (x: real);
0.1 »J— X let
. X = x0 fby (x + 0.1 * u);
é tel
Xo 0.00 1.55 3.62 5.46
u 15.00 20.00 17.00 12.00

X+ 0.1 xu 1.50 3.50 5.20 6.70
X 0.00 1.50 3.50 5.20



EXAMPLE

L _L node euler(x0, u: real)
FBY . .
u>— o M & | >x returns (x: real);
0.1 »J— X let
. X = x0 fby (x + 0.1 * u);
é tel
Xo 0.00 1.55 3.62 5.46
u 15.00 20.00 17.00 12.00

X+ 0.1 xu 1.50 3.50 5.20 6.70
X 0.00 1.50 3.50 5.20



EXAMPLE

\_ FBY | & _L node ins(gps, xv: real)
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EXAMPLE

node nav(gps, xv: real, s: bool)
returns (x: real, alarm: bool)
let
automaton a
state GPS:
let
X = gps;
alarm = false;
tel until s restart INS
state INS:
let
(x, alarm) = ins(gps, xv);
tel until s resume GPS

>»L ins
>_I'

tel
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LUSTRE

node euler(x0, u: real)
returns (x: real);
let
X = x0 fby (x + 0.1 * u);
tel

node ins(gps, xv: real)
returns (x: real, alarm: bool)
var pxa, xe: real; k: int;
let
k =0 fby (k + 1);
alarm = (k >= 50);
xe = euler((gps, xv) when not alarm);
pxa = (0. fby x) when alarm;
x = merge alarm pxa xe;
tel

node nav(gps, xv: real, s: bool)
returns (x: real, alarm: bool)
let
automaton a
state GPS:
let
X = gps;
alarm = false;
tel until s restart INS
state INS:
let
(x, alarm) = ins(gps, xv);
tel until s resume GPS
tel 8
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node euler(x0, u: real)
returns (x: real);
let
X = x0 fby (x + 0.1 * u);
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var pxa, xe: real; k: int;
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let
automaton a
state GPS:
let
X = gps;
alarm = false;
tel until s restart INS
state INS:
let
(x, alarm) = ins(gps, xv);
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+ separated code
for the main loop

tel



node euler(x0, u: real)
returns (x: real);
let
X = x0 fby (x + 0.1 * u);
tel

node ins(gps, xv: real)
returns (x: real, alarm: bool)
var pxa, xe: real; k: int;
let
k =0 fby (k + 1);
alarm = (k >= 50);
xe = euler((gps, xv) when not alarm);
pxa = (0. fby x) when alarm;
Xx = merge alarm pxa xe;
tel

node nav(gps, xv: real, s: bool)
returns (x: real, alarm: bool)
let
automaton a
state GPS:
let
X = 8ps;
alarm = false;
tel until s restart INS
state INS:
let
(x, alarm) = ins(gps, xv);
tel until s resume GPS
tel
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CORRECTNESS?

compilation

Lustre C
semantics semantics

XS, Y8 RIRARARARARARR T

“sameness”

LustreC:

- no easy way to model streams in ACSL
- encoding of a state / transition semantics
- the simulation result is expressed as contracts



THE COMPILATION SCHEME




EXAMPLE

0.1

x0

++

FBY

Iy

N Y

node euler(x0, u: real)
returns (x: real);
let
X = x0 fby (x + 0.1 * u);
tel

10



EXAMPLE: NORMALIZATION

node euler (x0: real; u: real)
returns (x: real)

var euler_2: real; euler_1: bool;

let

node euler(x0, u: real)
returns (x: real);

B x = 1f euler_1 then x0 else euler_2;
X = x0 fby (x + 0.1 * u);
tel euler_2 = pre (x + 0.1 * u);
euler_1 = true -> false;
tel

10



EXAMPLE: SCHEDULING

node euler (x0: real; u: real)
returns (x: real)
var euler_2: real; euler_1: bool;
let
x = if euler_1 then x0 else euler_2;
euler_2 = pre (x + 0.1 * u);
euler_1 true -> false;
tel

node euler (x0: real; u: real)
returns (x: real)
var euler_2: real; euler_1: bool;
let
euler_1 = true -> false;
x = if euler_1 then x0 else euler_2;
euler_2 = pre (x + 0.1 * u);
tel

10



node euler (x0: real; u: real)
returns (x: real)
var euler_2: real; euler_1: bool;
let
euler_1 = true -> false;
x = if euler_1 then x0 else euler_2;
euler_2 = pre (x + 0.1 * u);
tel

EXAMPLE: MACHINE CODE GENERATION

machine euler {
mem euler_2: real;
instance ni_0: arrow<>;

step(x0, u: real) returns (x: double)
var euler_1: bool;

{
euler_1 := ni_0(true, false);
if euler_1 {
X 1= X0
} else {
X := euler_2
Jig
euler_2 := x + 0.1 * u;
}

10



EXAMPLE: C CODE GENERATION

machine euler {

mem euler_2: real; struct _arrow_mem {
instance ni_0: arrow<>; struct _arrow_reg { _Bool _first; } _reg;
g
step(x0, u: real) returns (x: double)
var euler_1: bool; #define _arrow_reset(self) \
{ {(self)->_reg. first = 1;}
euler_1 := ni_0(true, false);
if euler_1 { _Bool _arrow_step(struct _arrow_mem =*self) {
X 1= X0 if (self->_reg. first) {
} else { self->_reg. first = 0;
X := euler_2 return 1;
g }
euler_2 := x + 0.1 * u; return 0;
} }

10



EXAMPLE: C CODE GENERATION

machine euler {
mem euler_2: real;
instance ni_0: arrow<>;

step(x0, u: real) returns (x: double)

var euler_1: bool;
{ struct euler_mem {

_Bool _reset;

euler_1 := ni_0(true, false);
Suter_ L Blme, )i struct euler_reg {double euler_2;} _reg;
if euler_1 { .
struct _arrow_mem *ni_0;

X 1= X0 .
} else { !

X := euler_2
g
euler_2 := x + 0.1 * u;

10



EXAMPLE: C CODE GENERATION

machine euler { void euler_clear_reset
mem euler_2: real; (struct euler_mem xself)
instance ni_0: arrow<>; {
if (self-> reset) {
step(x0, u: real) returns (x: double) self-> reset = 0;
var euler_1: bool; _arrow_reset(self->ni_0);
{ }
euler_1 := ni_0(true, false); return;
if euler_1 { }
X 1= X0
} else { void euler_set_reset
X := euler_2 (struct euler_mem xself)
g {
euler_2 := x + 0.1 * u; self->_reset = 1;
} return;
} }

10



EXAMPLE: C CODE GENERATION

machine euler {
mem euler_2: real;
instance ni_0: arrow<>;

void euler_step(double x0, double u,
double =*x,
struct euler_mem =*self) {
_Bool euler_1;

step(x0, u: real) returns (x: double) euler_clear reset(self);:

var euler_1: bool;

{ Reset:

' ler_1 = t 1f->ni_0);
euler_1 := ni_0(true, false); i? ?Zaler i?riow_s ep(se ni_0);
if euler_1 { I

= 0 - ’
} zlse ? I elsel {
*x = self->_reg.euler_2;
x := euler_2 )

};

_> 5 = . .
euler 2 := x + 0.1 * u; igtzrnjreg euler_2 = #x + 0.1 * u;

} ; ;
}

10
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SCADE-LIKE RESET COMPILATION SCHEME
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SCADE-LIKE RESET COMPILATION SCHEME
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SCADE-LIKE RESET COMPILATION SCHEME
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ENCODING OF THE SEMANTICS




STATE / TRANSITION SEMANTICS

euler_init(S) =

node euler (x0: real; u: real) arrovv_init(S[niO])
returns (x: real)
var euler_2: real; euler_1: bool;

let euler_reset (S,5') =
euler_1 = true -> false;
X = if euler_1 then x0 else euler_ 2; S(_reset) — S’(_reset) — false
euler_2 = pre (x + 0.1 * u); N
tel A euler_init(S")

A —=S(_reset) - S'=S

12



STATE / TRANSITION SEMANTICS

euler_tr (S, xo,u,x,5") =

35/’7

node euler (x0: real; u: real)

returns (x: real) euler_reset(S,Sr)
var euler_2: real; euler_1: bool; ﬁ\S/( reset):: Sr( reset)
let - -

euler_1 = true -> false; A Jeuler,

x = if euler_1 then x0 else euler_2;

euler 2 = pre (x + 0.1 * u); arrow_tr (Sr[nio],eulem,s’[nio])
tel

A euler; — X = Xo
A —euler; — x = Sy(euler,)
A S'(euler;) = x4+ 0.1 x U

12



MACHINE CODE SPECIFICATION GENERATION

- Internal AST for an ad-hoc first order logic
- Generation from each Lustre equation

- Optimizations

13



ACSL GENERATION: MEMORY CORRESPONDENCE

Notion of state in ACSL: same C structures, flattened

/*@ ghost struct _arrow_mem_ghost {

struct _arrow_mem { struct _arrow_reg _reg;
struct _arrow_reg { _Bool _first; } _reg; };
5 */
struct euler_mem { /*@ ghost struct euler_mem_ghost {
_Bool _reset; _Bool _reset;
struct euler_reg {double euler_2;} _reg; struct euler_reg _reg;
struct _arrow_mem *ni_0; struct _arrow_mem_ghost ni_0;
b Fi
*/

14



ACSL GENERATION: MEMORY CORRESPONDENCE

/*@ predicate euler_packO(struct euler_mem_ghost mem, struct euler_mem *self)
mem._reset == self->_reset
&§& mem._reset == 0;

*/

/*@ predicate euler_pack1(struct euler_mem_ghost mem, struct euler_mem *self)
euler_pack0(mem, self)
&§& _arrow_pack(mem.ni_0, self->ni_0);

*/
/*@ predicate euler_pack2(struct euler_mem_ghost mem, struct euler_mem *self)
euler_packi(mem, self);

*/
/*@ predicate euler_pack3(struct euler_mem_ghost mem, struct euler_mem x*self)
euler_pack2(mem, self)

&§& ! _arrow_initialization(mem.ni_0) ==> mem._reg.euler_2 == self->_reg.euler_2;
*/
/*@ predicate euler_pack(struct euler_mem_ghost mem, struct euler_mem =*self) =
(mem._reset ? mem._reset == self->_reset : euler_pack3(mem, self));
*/

14



ACSL GENERATION: TRANSITION RELATION

euler_init (S) = /*a) predlcate'eqler_ln%t(s§ruct euler_mem_ghost mem_in) =
_arrow_init(mem_in.ni_0);
arrow_init (S[nio]) */
eule[jeset(s,sﬁ = /*@ predicate euler_reset(struct euler_mem_ghost mem_in,

struct euler_mem_ghost mem_out) =
mem_in._reset ? mem_out._reset ==
A euler_init(S") §& euler_init(mem_out)

: mem_out == mem_in;
A —S(_reset) -+ S =S - -

S(_reset) — S'(_reset) = false

14



ACSL GENERATION: TRANSITION RELATION

euler_tr (S, xo,u,x,S") =
3s,,
/*@ predicate euler_tr(struct euler_mem_ghost mem_in,
euler_reset (S, 5) double x0, double u, double x,
A S'(_reset) = S,(_reset) struct euler_mem_ghost mem_out) =

\exists struct euler_mem_ghost mem_reset;

A Jeulery, .
euler_reset(mem_in, mem_reset)
. e
A arrow_tr (S¢[nio), eulers, S'[nio]) &6 euler tr3(mem_reset, x0, u, x, mem out);
Aeuler; — x = xg */

A —euler; — x = Sy(euler;)

A S'(euler;) = x4 0.1 x u

14



ACSL GENERATION: TRANSITION RELATION

euler_tr (S, xo,u,x,S") =

3s,,
euler_reset (S, Sr) /*@) predicate euler_tr3(struct euler_mem_ghost mem_in,
AS’(_reset) — S,(_reset) double x0, double u, double x,
struct euler_mem_ghost mem_out) =
A Jeulery, euler_tr2(mem_in, x0, u, x, mem_out)
A arrow_tr (S¢[nio), eulers, S'[nio]) Y, §6 mem_out._reg.euler_2 == x + 0.1 * u;
*

Aeulerr — X = Xo
A —euler; — x = Sy(euler;)

A S'(euler;) = x4+ 0.1 x u

14



ACSL GENERATION: TRANSITION RELATION

euler_tr (S, xo,u,x,S") =

s, /*@) predicate euler_tr2(struct euler_mem_ghost mem_in,
double x0, double u, double x,

euler_reset (S, S
- (S,5r) struct euler_mem_ghost mem_out) =

A S'(Lreset) = Sy(_reset) \exists Bool euler_1;
A Jeuler, euler_tri(mem_in, x0, u, euler_1, mem_out)
&& euler_1 ? x == x0
A arrow_tr (S¢[nio), eulers, S'[nio]) : | _arrow_init(mem_in.ni_0) ==>
A euler; — X = Xo , X == mem_in._reg.euler_2;
*

N —euler; — x = Sy(eulen,)

A S'(euler;) = x4 0.1 x u

14



ACSL GENERATION: TRANSITION RELATION

euler_tr (S, xo,u,x,S") =

3s,,
euler_reset (S, Sr) /*@) predicate euler_tri(struct euler_mem_ghost mem_in,
/\S’(_reset) — S,(_reset) double x0, double u, _Bool euler_1,
struct euler_mem_ghost mem_out) =
A Jeulery, euler_trO(mem_in, x0, u, mem_out)
A arrow._tr (Sy[mo].euleh.S’[nio]) , §& _arrow_tr(mem_in.ni_0, euler_1, mem_out.ni_0);
*

Aeulerr — X = Xo
A —euler; — x = Sy(euler;)

A S'(euler;) = x4 0.1 x u

14



ACSL GENERATION: TRANSITION RELATION

euler_tr (S, xo,u,x,S") =
3s,,

r_r ) )
euler_reset (3, 5r) /*@® predicate euler_trO(struct euler_mem_ghost mem_in,

A S'(_reset) = S;(_reset) double x0, double u,
A Jeuler;, struc't euler_mem_ghost mem_out) =
mem_out._reset == mem_in._reset;
A arrow_tr (S¢[nio], eulery, S'[nio]) =/

Aeulerr — X = Xo
A —euler; — x = Sy(euler;)

A S'(euler;) = x4 0.1 x u

14



ACSL GENERATION: CONTRACTS AND ASSERTIONS

/*@® requires euler_valid(self); void euler_clear_reset
requires \separated(self, mem, (struct euler_mem xself)
self->ni_0); /*@ ghost

requires euler_pack(*mem, self); (struct euler_mem_ghost \ghost =*mem) =*/
ensures euler_pack3(*mem, self); {
assigns self->_reset, self->ni_0->_reg, if (self->_reset) {

mem->_reset, mem->ni_0._reg; self->_reset = 0;
behavior reset: //@d ghost mem->_reset = 0;

assumes mem->_reset == 1; _arrow_reset(self->ni_0);

ensures euler_init(*mem); //@ ghost _arrow_reset_ghost(mem->ni_0);
behavior no_reset: }

assumes mem->_reset == 0; return;

ensures *mem == \old(*mem); }

complete behaviors;
disjoint behaviors;

14



ACSL GENERATION: CONTRACTS AND ASSERTIONS

/*@) ensures euler_pack(*mem, self);
ensures mem->_reset == 1;
assigns self->_reset, mem->_reset;
*/
void euler_set_reset(struct euler_mem xself)
/*@ ghost (struct euler_mem_ghost \ghost =*mem) */ {
self->_reset = 1;
//@ ghost mem->_reset = 1;
return;

}

14



ACSL GENERATION: CONTRACTS AND ASSERTIONS

/*@ requires

*/

requires
requires
requires
ensures
ensures
assigns
mem->_

\valid(x);

euler_valid(self);

\separated(self, mem, self->ni_0, x);
euler_pack(*mem, self);
euler_pack(*mem, self);
euler_tr(\old(*mem), x0, u, *x, *mem);

*x, self->_reg, self->_reset, self->ni_0->_reg,
reg, mem->_reset, mem->ni_0._reg;

14



ACSL GENERATION: CONTRACTS AND ASSERTIONS

void euler_step(double x0, double u, if (euler_1) {
double =*x, *X = X0;
struct euler_mem =*self) } else {
/*@ ghost *x = self->_reg.euler_2;
(struct euler_mem_ghost \ghost *mem) */ }
{ //@ assert euler_pack2((*mem), self);
_Bool euler_1; /*a@) assert euler_tr2
euler_clear_reset(self)/*@ ghost (mem) */; (\at(*mem, Reset), x0, u, #*x, *mem); */
Reset: self->_reg.euler_2 = *x + 0.1 * u;
//@ assert euler_packO(*mem, self); //@ ghost mem->_reg.euler_2 = *x + 0.1 * u;
/*a@ assert euler_tr0 //@ assert euler_pack3(*mem, self);
(\at(*mem, Reset), x0, u, *mem); */ /*a@ assert euler_tr3
euler_1 = _arrow_step(self->ni_0) (\at(*mem, Reset), x0, u, *x, *mem); */
/*@ ghost (&mem->ni_0) */; return;
//@ assert euler_pack1(*mem, self); }

/*@® assert euler_trl
(\at(*mem, Reset),

x0, u, euler_1, *mem); */ 14
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CONTRACT TRANSLATION




PRINCIPLES

High-level specification

- contracts expressed at dataflow level
- verified by model checking techniques (eg. Kind2)
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PRINCIPLES

High-level specification

- contracts expressed at dataflow level
- verified by model checking techniques (eg. Kind2)

Logical meaning

- synchronous observers
- O(H (Pre(S, x)) Atr(S,x,y,S") — Post(S, x,y,5))
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PRINCIPLES

High-level specification

- contracts expressed at dataflow level
- verified by model checking techniques (eg. Kind2)

Logical meaning

- synchronous observers
- O(H (Pre(S, x)) Atr(S,x,y,S") — Post(S, x,y,5))
Code-level specification

- encoding as specific transition predicates and contracts in ACSL
- focus: k-induction

16



EXAMPLE

node greycounter (x:bool) returns (out:bool);

var a,b:bool; a F T T F F
let
a = false -> not pre(b); b F F T T F
b = false -> pre(a);
out = a and b; out F F T F F
tel
node intloopcounter (x:bool) returns (out:bool); time 0 1 2 3 0
var time: int;
let out F F T F F
time = 0 -> if pre(time) = 3 then 0
else pre time + 1;
out = (time = 2); OK T T T T T
tel
node top (x:bool) returns (OK:bool);
--@ guarantee OK;
var b,d:bool;
let
b = greycounter(x);
d = intloopcounter(x);
OK = b = d;
--%PROPERTY OK; 17

tel



EXAMPLE: MODEL-CHECKING

node greycounter (x:bool) returns (out:bool);
var a,b:bool;
let
a = false -> not pre(b);
b = false -> pre(a);
out = a and b;
tel

> kind2 --enable BMC --enable IND two_counters.lus
kind2 v1.5.0

Analyzing top
with First top: 'top'
subsystems

node intloopcounter (x:bool) returns (out:bool); | concrete: intloopcounter, greycounter
. ’

var time: int;
let
time = 0 -> if pre(time) = 3 then 0
else pre time + 1;
out = (time = 2);
tel

<Success> Property OK is valid by inductive step after 0.062s.

node top (x:bool) returns (OK:bool);
--@ guarantee OK;
var b,d:bool;
let

b = greycounter(x);

d = intloopcounter(x);

OK = b = d;

--%PROPERTY OK; 17
tel




EXAMPLE: K-INDUCTION ANNOTATION

node top (x:bool) returns (OK:bool);
--@ guarantee OK by 5-induction;
var b,d:bool;
let
b = greycounter(x);
d = intloopcounter(x);
OK = b = d;
tel

17



EXAMPLE: ACSL GENERATION

Contract node compiled as a transition predicate

/*@ predicate top_contract_tr0(_Bool x, _Bool 0OK) =
\true;

*/

/*a) predicate top_contract_tr1(_Bool x, _Bool OK, _Bool spec36) =
top_contract_tr0(x, OK)
&§& spec36 == 0OK;

*/

/*a) predicate top_contract_tr(_Bool x, _Bool 0K, _Bool spec36) =
top_contract_tri(x, OK, spec36);

*/

17



EXAMPLE: ACSL GENERATION

Requirements as contracts

//@ ghost _Bool spec36;
/*@ ...
requires top_pack(*mem, self);
ensures top_pack(*mem, self);
ensures top_tr(\old(*mem), x, *0K, *mem);
ensures top_contract_tr(x, *0K, spec36) ==>
spec36,

*/

void top_step(_Bool x, _Bool *0K, struct top_mem xself)
/*@ ghost (struct top_mem_ghost \ghost =*mem) =*/ {

17



EXAMPLE: ACSL GENERATION

k-induction base cases predicates

predicate top_full_init(struct top_mem_ghost mem)
top_init(mem) && mem._reset;

predicate top_base_1(struct top_mem_ghost mem_0,
_Bool x_1, _Bool OK_1,
struct top_mem_ghost mem_1)
\forall _Bool spec36_1;
top_full_init(mem_0)
&§& top_tr(mem_0, x_1, OK_1, mem_1)
&§& top_contract_tr(x_1, OK_1, spec36_1) ==>
spec36_1;

17



EXAMPLE: ACSL GENERATION

k-induction base cases predicates

predicate top_base_2(struct top_mem_ghost mem_1,
_Bool x_ 2, Bool OK 2,
struct top_mem_ghost mem_2) =
\forall _Bool spec36_2;
\forall struct top_mem_ghost mem_0, Bool x_1, Bool OK_1;

top_full_init(mem_0)

&§& top_tr(mem_0, x_1, OK_1, mem_1)

&& top_contract_tr(x_1, OK_1, (_Bool) 1)

&§& top_tr(mem_1, x_2, OK_2, mem_2)

&§& top_contract_tr(x_2, OK_2, spec36_2) ==>

spec36_2;

17



EXAMPLE: ACSL GENERATION

k-induction base cases predicates

predicate top_base_3(struct top_mem_ghost mem_2,
_Bool x_3, _Bool OK_3,
struct top_mem_ghost mem_3) =
\forall _Bool spec36_3;
\forall struct top_mem_ghost mem_0, mem_1,
_Bool x 1, Bool OK 1, Bool x_ 2, _Bool OK 2;

top_full_init(mem_0)

&& top_tr(mem_0, x_1, OK_1, mem_1)

&§& top_contract_tr(x_1, OK_1, (_Bool) 1)

&& top_tr(mem_1, x_2, OK_2, mem_2)

&& top_contract_tr(x_2, OK_2, (_Bool) 1)

&§& top_tr(mem_2, x_3, OK_3, mem_3)

&§& top_contract_tr(x_3, OK_3, spec36_3) ==>

spec36_3;

17



EXAMPLE: ACSL GENERATION

k-induction base cases predicates

predicate top_base_4(struct top_mem_ghost mem_3,
_Bool x_4, Bool OK 4,
struct top_mem_ghost mem_4) =
\forall _Bool spec36_x4;
\forall struct top_mem_ghost mem_0, mem_1, mem_2,
_Bool x_ 1, Bool OK 1, Bool x 2, _Bool OK 2, Bool x_3,
_Bool OK_3;
top_full_init(mem_0)
&§& top_tr(mem_0, x_1, OK_1, mem_1)
&§& top_contract_tr(x_1, OK_1, (_Bool) 1)
&§& top_tr(mem_1, x_2, OK_2, mem_2)
&§& top_contract_tr(x_2, OK_2, (_Bool) 1)
&§& top_tr(mem_2, x_3, OK_3, mem_3)
&§& top_contract_tr(x_3, OK_3, (_Bool) 1)
§& top_tr(mem_3, x_4, OK_4, mem_4)
&§& top_contract_tr(x_4, OK_4, spec36_4) ==>

spec36_k4; 17



EXAMPLE: ACSL GENERATION

k-induction inductive case predicate

predicate top_inductive_5(struct top_mem_ghost mem_x4,
_Bool x_5, _Bool OK_ 5,
struct top_mem_ghost mem_5) =
\forall _Bool spec36_5;
\forall struct top_mem_ghost mem_0, mem_1, mem_2, mem_3,
_Bool x_ 1, Bool OK 1, Bool x 2, _Bool OK 2, Bool x_3,
_Bool OK_3, _Bool x_4, _Bool OK_4;
top_tr(mem_0, x_1, OK_1, mem_1)
&§& top_contract_tr(x_1, OK_1, (_Bool) 1)
&& top_tr(mem_1, x_2, OK_2, mem_2)
&& top_contract_tr(x_2, OK_2, (_Bool) 1)
&§& top_tr(mem_2, x_3, OK_3, mem_3)
&& top_contract_tr(x_3, OK_3, (_Bool) 1)
&6 top_tr(mem_3, x_4, OK_4, mem_4&)
&& top_contract_tr(x_4, OK_4, (_Bool) 1)
&6 top_tr(mem_4, x_5, OK_5, mem_5)
&& top_contract_tr(x_5, OK_5, spec36_5) ==>

17
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EXAMPLE: ACSL GENERATION

k-induction corresponding lemmas

lemma top_k_induction_1:
\forall struct top_mem_ghost mem_in, mem_out, _Bool x, _Bool OK;
top_base_1(mem_in, x, OK, mem_out);

lemma top_k_induction_2:
\forall struct top_mem_ghost mem_in, mem_out, _Bool x, _Bool OK;
top_base_2(mem_in, x, OK, mem_out);

lemma top_k_induction_3:
\forall struct top_mem_ghost mem_in, mem_out, _Bool x, _Bool OK;
top_base_3(mem_in, x, OK, mem_out);

lemma top_k_induction_s4:
\forall struct top_mem_ghost mem_in, mem_out, _Bool x, _Bool OK;
top_base_4(mem_in, x, OK, mem_out);

lemma top_k_induction_5:

\forall struct top_mem_ghost mem_in, mem_out, _Bool x, _Bool OK;
top_inductive_5(mem_in, x, OK, mem_out);
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EXAMPLE: ACSL GENERATION

k-induction principle as an axiom

axiomatic top_k_Induction {
axiom top_k_induction:
\forall struct top_mem_ghost mem_in, mem_out, _Bool x, _Bool OK;

top_base_1(mem_in, x, OK, mem_out)

&§& top_base_2(mem_in, x, OK, mem_out)

&§& top_base_3(mem_in, x, OK, mem_out)

&§& top_base_4(mem_in, x, OK, mem_out)

&§& top_inductive_5(mem_in, x, OK, mem_out) ==>

\forall _Bool spec36;
top_tr(mem_in, x, OK, mem_out)
&§& top_contract_tr(x, OK, spec36) ==>
spec36;

17



STATEFUL CONTRACT EXAMPLE

node fibo(x: bool) returns(a: int);
guarantee a = (0 -> pre a) + (0 -> pre (1 -> pre a));

b:

int;

0 -> pre b;
1 -> pre (a

--%PROPERTY a =

tel

+ b);
(0 -> pre a) + (0 -> pre (1

-> pre a));
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STATEFUL CONTRACT EXAMPLE

node fibo(x: bool) returns(a: int);
--@ guarantee a = (0 -> pre a) + (0 -> pre (1 -> pre a));
var b: int;

a =0 ->pre b;

b =1 ->pre (a + b);

--%PROPERTY a = (0 -> pre a) + (0 -> pre (1 -> pre a));
tel

> kind2 --enable BMC --enable IND fibo.lus
kind2 v1.5.0

Analyzing fibo
with First top: 'fibo' (no subsystems)

<Success> Property (a = ((0 -> (pre a)) + (0 -> (pre (1 -> (pre a)))))) is valid by inductive step after 0.05

18



STATEFUL CONTRACT EXAMPLE

node fibo(x: bool) returns(a: int);
--@ guarantee a = (0 -> pre a) + (0 -> pre (1 -> pre a)) by 3-induction;
var b: int;

let

a =0 -> pre b;

b =1->pre (a+ b);
tel

18



STATEFUL CONTRACT EXAMPLE

Much more complex contract transition predicate

/*® predicate fibo_contract_trO(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a,
struct fibo_contract_mem_ghost mem_out)

mem_out._reset == mem_in._reset;
*/
/*a) predicate fibo_contract_tril(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a,
_Bool __fibo_contract_7,
struct fibo_contract_mem_ghost mem_out)
fibo_contract_tr0(mem_in, x, a, mem_out)
§§ _arrow_transition(mem_in.ni_4, __fibo_contract_7, mem_out.ni_4);

*/
/*® predicate fibo_contract_tr2(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a,
integer __fibo_contract_9,
struct fibo_contract_mem_ghost mem_out)

\exists _Bool __fibo_contract_7;
fibo_contract_tri(mem_in, x, a, __fibo_contract_7, mem_out)
&§& (__fibo_contract_7 ? __fibo_contract_9 ==
: (!_arrow_initialization(mem_in.ni_4) ==>
__fibo_contract_9 == mem_in._reg.__fibo_contract_8
));

*/
18



STATEFUL CONTRACT EXAMPLE

Much more complex contract transition predicate

/*® predicate fibo_contract_tr3(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a,
integer __fibo_contract_9,
_Bool __fibo_contract_1,
struct fibo_contract_mem_ghost mem_out)
fibo_contract_tr2(mem_in, x, a, __fibo_contract_9, mem_out)
&§& _arrow_transition(mem_in.ni_5, __ fibo_contract_1, mem_out.ni_5);

*/
/*® predicate fibo_contract_tr4(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a,
integer __fibo_contract_9,
integer __fibo_contract_6,
struct fibo_contract_mem_ghost mem_out)

\exists _Bool __fibo_contract_1;
fibo_contract_tr3(mem_in,
x, a, __fibo_contract_9, __fibo_contract_1,
mem_out)
&8 (__fibo_contract_1 ? __fibo_contract_6 ==
: (!_arrow_initialization(mem_in.ni_4) ==>
__fibo_contract_6 == mem_in._reg.__fibo_contract_5

));

18



STATEFUL CONTRACT EXAMPLE

Much more complex contract transition predicate

/*® predicate fibo_contract_tr5(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a, _Bool specl9,
struct fibo_contract_mem_ghost mem_out) =
\exists integer __ fibo_contract_9, integer __fibo_contract_6;
fibo_contract_tr4(mem_in,
x, a, __fibo_contract_9, __fibo_contract_6,
mem_out )
&§& specl9 == (a == (__fibo_contract_9 + __fibo_contract_6));
*/
/*@ predicate fibo_contract_tr6(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a, _Bool specl9,
struct fibo_contract_mem_ghost mem_out)
fibo_contract_tr5(mem_in, x, a, specl9, mem_out)
&& mem_out._reg.__fibo_contract_8 == a;

*/
/*@ predicate fibo_contract_tr7(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a,
_Bool __fibo_contract_2, _Bool specl9,
struct fibo_contract_mem_ghost mem_out)
fibo_contract_tr6(mem_in, x, a, specl9, mem_out)
&§& _arrow_transition(mem_in.ni_6, __fibo_contract_2, mem_out.ni_6);

*/
18



STATEFUL CONTRACT EXAMPLE

Much more complex contract transition predicate

/*® predicate fibo_contract_tr8(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a,
integer __fibo_contract_4,
_Bool spec19,
struct fibo_contract_mem_ghost mem_out) =
\exists _Bool __fibo_contract_2;
fibo_contract_tr7(mem_in, x, a, __fibo_contract_2, specl9,
mem_out )
&§& (__fibo_contract_2 ? __fibo_contract_4 == 1
: (! _arrow_initialization(mem_in.ni_4) ==>
__fibo_contract_4 == mem_in._reg.__fibo_contract_3
));
*/
/*® predicate fibo_contract_tr9(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a, _Bool spec19,
struct fibo_contract_mem_ghost mem_out) =
\exists integer __fibo_contract_4;
fibo_contract_tr8(mem_in, x, a, __fibo_contract_4, specl9,
mem_out )
&& mem_out._reg.__fibo_contract_5 == __fibo_contract_4;

*/
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STATEFUL CONTRACT EXAMPLE

Much more complex contract transition predicate

/*a) predicate fibo_contract_tri0(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a, _Bool specl9,
struct fibo_contract_mem_ghost mem_out) =
fibo_contract_tr9(mem_in, x, a, specl9, mem_out)
&& mem_out._reg.__fibo_contract_3 == a;
*/
/*@ predicate fibo_contract_tr(struct fibo_contract_mem_ghost mem_in,
_Bool x, integer a, _Bool specl9,
struct fibo_contract_mem_ghost mem_out) =
\exists struct fibo_contract_mem_ghost mem_reset;
fibo_contract_reset_cleared(mem_in, mem_reset)
&§& fibo_contract_trl0(mem_reset, x, a, specl9, mem_out);

18



STATEFUL CONTRACT EXAMPLE

Same k-induction principles, with state

/*@) ghost
_Bool spec19;
struct fibo_contract_mem_ghost mem_in_c, mem_out_c;

*/
/*@ ...
requires fibo_pack(*mem, self);
ensures fibo_pack(*mem, self);
ensures fibo_transition(\old(*mem), x, *a, *mem);
ensures fibo_contract_tr(mem_in_c, x, *a, specl9, mem_out_c) ==>
specl9;
*/

void fibo_step(_Bool x, int *a, struct fibo_mem xself)
/*® ghost (struct fibo_mem_ghost \ghost *mem) =/ {

18



CONCLUSION

Summary

- A certifying compiler from Lustre to C / ACSL
- Certificate of correctness wrt a state / transition semantics
- Automatic translation of high-level contracts

Future

- Prototype

- Other alternative for compiling the reset

- Optimizations

- Invariant generation

- Encoding a synchronous dataflow semantics?
- SPARK / Ada

19



REFERENCES |

» Jean-Louis Colaco, Bruno Pagano, and Marc Pouzet (2005). “A Conservative Extension of
Synchronous Data-Flow with State Machines”. In: Proceedings of the 5th ACM International
Conference on Embedded Software. EMSOFT '05. New York, NY, USA: ACM, pp. 173-182.

» Gerwin Klein, Kevin Elphinstone, Gernot Heiser, June Andronick, David Cock, Philip Derrin,
Dhammika Elkaduwe, Kai Engelhardt, Rafal Kolanski, Michael Norrish, Thomas Sewell,

Harvey Tuch, and Simon Winwood (Oct. 11, 2009). “seL4: Formal Verification of an OS Kernel”. In:
Proceedings of the ACM SIGOPS 22nd Symposium on Operating Systems Principles. SOSP '09. Big
Sky, Montana, USA: Association for Computing Machinery, pp. 207-220.

» Xavier Leroy (July 2009). “Formal Verification of a Realistic Compiler”. In: Communications of the
ACM 52.7, pp. 107-115.

> Andrew W. Appel (2011). “Verified Software Toolchain”. In: Programming Languages and Systems.
Ed. by Gilles Barthe. Lecture Notes in Computer Science. Berlin, Heidelberg: Springer, pp. 1-17.



REFERENCES I

» Ramana Kumar, Magnus O. Myreen, Michael Norrish, and Scott Owens (Jan. 2014). “CakeML: A
Verified Implementation of ML". In: Principles of Programming Languages (POPL). ACM Press,
pp. 179-191.

> Xavier Thirioux (Sept. 19, 2016). “Verifying Embedded Systems”. Habilitation. Institut National
Polytechnique de Toulouse. 187 pp.

» Timothy Bourke, Lélio Brun, Pierre-Evariste Dagand, Xavier Leroy, Marc Pouzet, and Lionel Rieg
(June 2017). “A Formally Verified Compiler for Lustre”. In: Proceedings of the 38th ACM SIGPLAN
Conference on Programming Language Design and Implementation. PLDI 2017. New York, NY,
USA: ACM, pp. 586-601.

» Jean-Louis Colago, Bruno Pagano, and Marc Pouzet (Sept. 2017). “SCADE 6: A Formal Language for
Embedded Critical Software Development”. In: 2017 International Symposium on Theoretical
Aspects of Software Engineering (TASE), pp. 1-11.



REFERENCES Il

» Brandon Bohrer, Yong Kiam Tan, Stefan Mitsch, Magnus O. Myreen, and André Platzer (June 11, 2018).
“VeriPhy: Verified Controller Executables from Verified Cyber-Physical System Models”. In:
Proceedings of the 39th ACM SIGPLAN Conference on Programming Language Design and
Implementation. PLDI 2018. New York, NY, USA: Association for Computing Machinery,
pp. 617-630.



