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N
Our Work

o F.: target group of pairing-based cryptosystems
@ Record computation of a Discrete Logarithm (DL) in F 2 of 600 bits
(logy p = 300 bits)
o DL in F is 260 times faster than DL in F/ of same size
=> serious consequences for pairing-based crypto

@ source code: http://cado-nfs.gforge.inria.fr/
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Discrete Log in F n with the Number Field Sieve

Context : Discrete logarithm problem (DLP) in F7,

In a subgroup (g) of Fy. of order ¢,
e (g,x) — g~ is easy (polynomial time)
o (g,g8%) — xis (in well-chosen subgroup) hard: DLP.
In our work:
o We attack DL in sz, starting point of Fp3, Fp4, o Fp12
@ pis large: quasi polynomial time algo. does NOT apply
@ DLP in these Fyn still asymptotically as hard as in the 90's

@ consequences for pairing-based crypto: F . target group
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Discrete Log in F n with the Number Field Sieve

Practical improvements and new asymptotic complexities

L-notation: Q = p”, Lg[1/3, c] = elcto(1))(log @)'? (loglog Q** for ¢ > 0,
e DL in Fpn, small n, large p: complexity in Lpn[1/3,1.92] (as for RSA
modulus factorization) since the 90’s
e n > 2: two new polynomial selection methods
e great improvements in practice
e record of 600 bits

Bonus: asymptotic complexity improvements in medium characteristic case

’ a=1/3 ‘ ¢, previous work ‘ ¢, our work ‘
[DLinFpr, p=1Lg(2/3,d) [1.92<c<242X]| 174/ |
[ DL in Fpr, medium p \ 242 X | 220/ |

MNFS variants: see [Pierrot15], Eurocrypt 2015.
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Number Field Sieve algorithm for DL in Fp»
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Number Field Sieve algorithm for DL in Fp»

1. Polynomial Selection: compute f(x), g(x) =>define number fields
Kr, Ks.
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Number Field Sieve algorithm for DL in Fp»

1. Polynomial Selection: compute f(x), g(x) =>define number fields
Kr, Ks.

Q[x]

Q[x]/(f(x)) Qlyl/(g(y))
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Discrete Log in F n with the Number Field Sieve

Number Field Sieve algorithm for DL in Fp»

1. Polynomial Selection: compute f(x), g(x) =>define number fields
Kr, Ks.

Q[x]

N

Q[x]/(f(x)) Qlyl/(g(¥))
X n—>z\A A/p: Y=z
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Discrete Log in F n with the Number Field Sieve

Number Field Sieve algorithm for DL in Fp»

1. Polynomial Selection: compute f(x), g(x) =>define number fields
Kr, Ks.
2. Relation collection between ideals of each number field.

Q[x]

N

a — bx €Q[x]/(f(x)) Qly]/(g(y))> a — by

xn—>z\A A/p:y|—>z
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Discrete Log in F n with the Number Field Sieve

Number Field Sieve algorithm for DL in Fp»

1. Polynomial Selection: compute f(x), g(x) =>define number fields

Kr, Ks.
2. Relation collection between ideals of each number field.
Q[x]
a— bx €Q[x]/(f(x)) Q[y]/(g(y))> a— by
p,r:a—bx»—>a—>A /'a—by|—>a—bz

For = Fpl2]/((2) £
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Discrete Log in F n with the Number Field Sieve

Number Field Sieve algorithm for DL in Fp»

1. Polynomial Selection: compute f(x), g(x) =>define number fields
K, K.
2. Relation collection between ideals of each number field.

Q[x]
\

a — bx €Q[x]/(f(x)) Qly]/(g(y))> a — by

bz\A /:a—by+—>a—bz

Fpr = Fplz]/(0(2) ¢

3. Linear algebra modulo ¢ | p" — 1.
—> here we know the discrete log of a subset of ideals of K¢, Kj.

pri a—bxr—a—

May 20th, 2015 5 /17
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Discrete Log in F n with the Number Field Sieve

Number Field Sieve algorithm for DL in Fp»

1. Polynomial Selection: compute f(x), g(x) =>define number fields
K, K.
2. Relation collection between ideals of each number field.

Q[x]
\

a — bx €Q[x]/(f(x)) Qly]/(g(y))> a — by

bz\A /'a—byr—>a—bz

For = Folz]/(0(2))°

3. Linear algebra modulo ¢ | p" — 1.

pri a—bxr—a—

—> here we know the discrete log of a subset of ideals of K¢, Kj.

4. Individual Logarithm.
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Discrete Log in F n with the Number Field Sieve

Relation collection

We need a high smoothness probability of

ideals (a — bx) € K¢, (a— by) € Kg, |a|,|b| < E
integers Normy, /q(a — bx) and Normg_,q(a — by)

we approximate [Normy, jq(a — bx)| < Edeef||f||o with
|[fllco = Maxi<i<deg £ |fi]

@ we want to minimize the product of norms:
EGET]| |0 E€€||g] |0

We need

f, g of small degrees

f, g of small coefficients
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Discrete Log in F n with the Number Field Sieve

Relation collection

We need a high smoothness probability of

ideals (a — bx) € K¢, (a— by) € Kg, |a|,|b| < E
integers Normy, /q(a — bx) and Normg_,q(a — by)

we approximate [Normy, jq(a — bx)| < Edeef||f||o with
|[fllco = Maxi<i<deg £ |fi]

@ we want to minimize the product of norms:
EGET]| |0 E€€||g] |0

We need

f, g of small degrees

f, g of small coefficients

We cannot have both, we need to balance degrees and coefficient sizes.
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Our New Polynomial Selection for F,n A. The generalized Joux-Lercier method

A. Generalized Joux-Lercier method
Simplified version: degf = n+1, degg =n

1. choose f, degf = n+1, s.t.
2. f = fyp mod p, ¢ a monic irreducible factor of degree n modulo p

p(x) = o+ p1x+ - +x"
3. Reduce the following matrix using LLL

g 8 -+ &n
p degyp =
. n rows
M= - — LLL(M) =
*
P
wo 1 - 1 } 1 row

gllee = O(p" (D)

4. g=go+gix+ -+ gux",

Edeg f+degg||f||oo|‘g|‘oo _ E2n+1 O(pn/(n+1))
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Our New Polynomial Selection for F,n A. The generalized Joux-Lercier method

A. Generalized Joux-Lercier method: example

e p = 10000000019 and n =2

o Ff=x34+x+1

e o = x? + 3402015304x + 6660167027
p LLL

o M= p — g = 746193x2 + 914408x + 4935648
wo ¢1 1

o [fllo = O(1), llglloc = O(p*/?)
Historical remark:
@ this construction appears in Barbulescu PhD thesis (2013)

@ In January we were told about Matyukhin’s work |[MATIOXUWH 2006|:
DOOEKTUBHBIN BAPUAHT METO/IA PEIIETA YMUCJIOBOTO OIS JIJIs1
JIMCKPETHOTO JIOTAPUOMUPOBAHUS B ITOJIE GF(p*).
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B. The Conjugation Method
B. The Conjugation Method for F.: example

p=7mod8

f = x* + 1 irreducible over Z, small

f = (x>4+v2x + 1)(x*~2x + 1) over Q(+/2)
x? — 2 has two roots +r mod p

p= x2 4+ rx + 1 is irreducible over F, since p =7 mod 8, and over Z

Al

compute (u, v) s.t. u/v =r mod p, with |ul,|v| ~ p'/? with the
rational reconstruction method

7. g=vxX’4+ux+v=v-pmodp
Generalize to higher n:

o degf =2n, degg = n, [|f|lc = O(1), lglloc = O(p"?)

8988 ||f]| oo ||g]| oo = E3"O(p"/?)

Barbulescu, Gaudry, Guillevic, Morain NFS-DL in F n May 20th, 2015 9/ 17



Individual Logarithm

Individual logarithm

polynomial selection ¢(x), Fpn = Fp[x]/(¢(x)), f, number field
K = Q[x]/(f(x)) = Q[a], map p: v+ x € Fpn
known logs of {p;}, Norm q(p;) < B

o random target s = 3.7 s;x’ € Fpo
@ preimage 5 = Z?:_ol sal € K, with p(3) = s,
e needs B-smooth 3, i.e. B-smooth Normy q(3)

@ deduce individual logarithm logs, then logs

Bottleneck: find B-smooth 5.
Loop over g€ - s, g generator, in time Lg[1/3, c].
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Individual Logarithm

Norm bound
Normy /q(3) < ||f||oc™€° |15]|oc %"
o [|3]|c = O(p)
@ degs=n-—1

JLSV1: [|f]le = O(pY/?) X
gJL, Conj: ||f]|oc = O(1) v
o degf = n (JLSV1), n+ 1 (gJL), 2n X(Conj)

—>Reduce ||5]|
—>Reduce deg s

Do both, use subfield structure.
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Individual Logarithm

F 2, Conjugation

Define lattice

o f=xt+1 p 0 0 0
@ S=5)+ 51X [ = So 1 0 O
o Fp subfield: F, wo 1 1 0

0 v o1 1

@ s<(1/s1) 'sso sy = 1.

LLL outputs 7 € Z[x], with ||F||oe < Ciip det(L)Y 4™ = G p'/4, map 7
into K hence

Norm(7) = O(p) instead of Norm(3) = O(p?)

—>Do we have log p(7) = logs ?
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We need log p(7) = log s:

@ LLL — 7 linear combination of L rows.

o p(7) = p(aip + a25 + a3 + asxp) = u - s mod (p, ¢) with u € F,,
o logu=0mod ¢ with £ | p+1since ueF,

@ hence log p(7) = logs mod £.

Running-time for finding a B-smooth decomposition, F . with Conj
method :

Lo[1/3,1.14] instead of Lg[1/3,1.44]

Generalization:
e JLSV;y, glL, Conj

e Fom, with u € F,-
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Our Record: Discrete Logarithm in F . of 600 bits

p = 314159265358979323846264338327950288419716939\
(300 bits) 937510582097494459230781640628620899877709223
p+1 = 8¢
¢ = 392699081698724154807830422909937860524646174\
(295 bits) 92188822762186807403847705078577612484713653

p—1 = 6-hy with hg a 295 bit prime

e Cryptographic subgroup: G of order ¢

e For our record: Q = p?, log, @ = 600, optimal value of E around
log, E = 27 bits.
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Our Record: Discrete Logarithm in F . of 600 bits

Polynomial selection:

o Generalized Joux Lercier: f = x3 + x4 1, ||g||loc = O(p*3), Norms
bounded by E®p?/3 of 339 bits X

o Conjugation: f = x* 4+ 1, ||g||ec = O(p*/?), Norms bounded by
E®p'/2 of 317 bits =>22 bits less v/
f = x*+1
= 448225077249286433565160965828828303618362474 X
—296061099084763680469275137306557962657824623 x
+ 448225077249286433565160965828828303618362474 .

llgllse = 150 bits
¢ = xX*+yx+1, logyy =logyp
Target:

s = [(m(2%%)/8)]x + (v 22%)] € Fpo = Fp[x]/(0(x))
gen = x+2
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Discrete Logarithm Record in 600-bit sz

Speed-up of Relation Collection and Linear Algebra

e Galois automorphism: x +— 1/x both for f = x* 4+ 1 and
g = vx? 4 ux + v
@ a— bx— —b+ ax: a second relation for free
=> speed-up by a factor 2 for relation collection

=> speed-up by a factor 4 for linear algebra

@ others important algebraic simplification and speed-up
Finally,

|oggen s = 276214243617912804300337349268306605403758173\
81941441861019832278568318885392430499058012 mod /.
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Discrete Logarithm Record in 600-bit sz

Record running-time comparison in years for 600-bit inputs

relation linear
Algorithm collection algebra total
NFS Integer Factorization Sy 0.5y 55y | x11
NFS DL in F, 50y 80y 130y | x260
This work: NFS DL in F, 0.4y 0.05y (GPU) | 0.5y | x1

DL in F> < Integer Factorization < DL in F,

o Paper: https://hal.inria.fr/hal-01112879
o Algebraic secrets: https://hal.inria.fr/hal-01052449
e Source code: http://cado-nfs.gforge.inria.fr/

—> Download it and solve your own DL in F .

e Stay tuned for more records during summer.
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