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Web	  Tracking	  

2	  
Courtesy	  of	  Franziska	  Roesner	  

Bigger	  browsing	  profiles	  	  	  	  	  
=	  increased	  value	  for	  trackers	  
=	  reduced	  privacy	  for	  users	  
	  

(Hypothe>cal	  tracking	  rela>onships	  only.)	  

Tracker.com	  

Adver>se.com	  

Doubleclick.com	  



Web	  Tracking	  and	  Price	  discrimina>on	  
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From	  www.dailymail.co.uk	  
	  



Tracking	  by	  storing	  iden>ty	  
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Cookies	  are	  used	  to	  track	  repeated	  visits	  to	  a	  site.	  

logs	  

Cookie	  Database	  

site1.com:  
ga_id=123 

hWp://site1.com	  

processing	  engine	  

2:52pm: user 123 visited 
site1.com 

<script 
src=google-
analytics.com/
script.js>!
!
!
!
!
</src>!

script	  

google-‐analy>cs.com	  

google-
analytics.com/track?
ga_id=123& 
site=site1.com 



Tracking	  by	  crea>ng	  iden>ty	  

	  
•  Idea:	  dis/nguish	  users	  by	  browser	  fingerprints:	  	  

–  HTTP	  headers	  	  
–  Browser	  and	  OS	  features:	  language,	  plugins,	  fonts,	  screen,	  …	  

Nataliia	  Bielova	  

The	  most	  iden/fying	  features	  
(via	  JavaScript	  and	  Flash)	  

[Eckersley’10]	  

5	  



How	  can	  we	  protect	  users?	  

•  Storing	  iden>ty:	  well-‐known	  and	  geang	  addressed	  
–  Third-‐party	  cookies	  blocking	  
–  Non-‐interference	  for	  JavaScript	  
–  EU	  e-‐Privacy	  direc>ve	  

•  Crea>ng	  iden>ty:	  not	  addressed	  
–  IP	  address	  tracking	  
– Web	  browser	  fingerprin>ng	  
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[Hedin,	  Sabelfeld	  12]	  
[De	  Groef	  et	  al.	  12]	  
[Aus>n,	  Flanagan	  12]	  



var x = 0;!
if (name == “Firefox”) {!

!x = 1;!
}!
else {!

!if (fonts == fontsSet1) {!
! !x = 2; ! !!
!}!

}!
output x;!

What	  does	  tracker	  learn?	  
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name = “Firefox”!

Depending	  on	  user’s	  browser,	  different	  execu/ons	  of	  
the	  same	  script	  leak	  different	  quan/ty	  of	  informa>on!	  

x = 1! =>	  

name ≠ “Firefox” &&!
fonts = fontsSet1!

x = 2! =>	  

name ≠ “Firefox” &&!
fonts ≠ fontsSet1!

x = 0! =>	  



Hybrid	  Info	  Flow	  Monitoring	  
•  Dynamic	  environment:	  
•  Sta>c	  constant	  propaga>on:	  
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var x = 1;!
var y = fonts;!
!
if (name == “Firefox”) {!

!x = 1;!
}!
else {!

!if (y != fontsSet) {!
! !x = 2; ! !!
!}!

}!
output x;!

env(x)  =  1	  

env(x)  =  1	  

Sta>c	  

Values	  are	  the	  same	  ajer	  both	  branches	  

env(x)  =  1	  
Dynamic	  

env(x)  =  1	  

(name  =  “Firefox”  =>    )  ∧

(name    ≠  “Firefox”  =>    )

=	  

env:  Var  →  Val  ∪  {⊤}	  

K’(x)	  

K’(x)	  

env(x)  =  1	  

K(y):    fonts  =  fontsSet

K’(x):  tt	  

env:  Var  →  Val	  

K(x)	  
Knowledge	  in	  x	  from	  non-‐executed	  branch	  
computed	  by	  sta/c	  analysis	  

New	  knowledge	  in	  x	  ajer	  branching	  

[Besson,	  Bielova,	  Jensen	  CSF’2013]	  



How	  to	  enforce	  anonymity?	  
•  Our	  hybrid	  monitor	  evaluates	  how	  much	  a	  tracker	  learns	  for	  a	  

concrete	  user	  
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if (name == “Opera”) x = A;!
else x = B;!
output x;!

p(name) =   
 Firefox  0.45 
 Chrome  0.45 
 Opera  0.10 

x = A! =>	    name = “Opera”!

•  10	  users:	  Opera	  user	  will	  be	  uniquely	  iden>fied	  

•  Hal>ng	  the	  program	  (or	  suppressing	  output	  x=A)	  will	  
s>ll	  make	  the	  user	  uniquely	  iden>fied	  

•  The	  other	  users	  may	  help	  to	  hide	  the	  unique	  user…	  

Challenge:	  	  
Which	  mechanism	  can	  provably	  guarantee	  that	  	  
every	  user	  is	  protected	  from	  being	  tracked?	  



Our	  solu>on	  
•  Users	  con>nuously	  switch	  between	  

configura>ons	  	  

•  In	  theory…	  
–  How	  many	  configura>ons	  needed?	  
–  How	  ojen	  they	  need	  to	  switch?	  

	  
	  
•  But	  in	  prac>ce…	  	  

–  Users	  don’t	  want	  change	  their	  habits	  
–  They	  prefer	  switch	  very	  rarely	  
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Our	  ingredients	  

•  Find	  R:	  a	  distribu>on	  of	  configura>ons	  for	  all	  users	  such	  that:	  
–  User	  privacy	  is	  protected	  (soundness)	  
–  Usability	  is	  maximized	  	  

Besson,	  Bielova,	  Jensen:	  Browser	  
randomiza>on	   11	  

OPId SU

Users	  with	  their	  
browser	  

configura>ons	  

Program	  provided	  by	  
tracker	  that	  	  

users	  are	  running	  

R



U:  users	  &	  their	  current	  configura>ons
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{Chrome/32.0.1700.77,	  	  
Intel	  Mac	  OS	  X	  10_8_5,	  	  
{Arial,	  Arial	  Black,	  …},	  
{Chrome	  PDF	  Viewer,	  
DivX	  Web	  Player	  v.1.4,	  
…},	  …}	  

{Firefox/26.0,  
Intel	  Mac	  OS	  X	  10.8,  
{},
{Google	  Talk	  Plugin,  
QuickTime	  Plug-‐in	  7.7.1,  …},  
…}
!

…

id1 1 0 0

id2 1 0 0

… … … …

idn 0 1 0



R:  randomized	  configura>ons
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{Chrome/32.0.1700.77,	  	  
Intel	  Mac	  OS	  X	  10_8_5,	  	  
{Arial,	  Arial	  Black,	  …},	  
{Chrome	  PDF	  Viewer,	  
DivX	  Web	  Player	  v.1.4,	  
…},	  …}	  

{Firefox/26.0,  
Intel	  Mac	  OS	  X	  10.8,  
{},
{Google	  Talk	  Plugin,  
QuickTime	  Plug-‐in	  7.7.1,  …},  
…}
!

…

id1 x11 x12 x1m

id2 x21


x22


x2m


… … … …

idn xn1 xn2 xnm



if (name == “Opera”) x = A;!
else x = B;!
output x;!

P:  program	  that	  users	  run

•  Determinis>c	  programs	  

•  We	  also	  support	  probabilis>c	  programs	  
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p(o  |  s) A! B!

{Firefox/26.0,  
Intel	  Mac	  OS	  X	  10.8,  …}

0 1

{Chrome/32.0.1700.77,	  	  
Intel	  Mac	  OS	  X	  10_8_5,	  …}	  

0 1

{Chrome/32.0.1700.77,	  	  
Windows7…,	  …}	  

0 1

{Opera…}	   1 0



Soundness:	  Vulnerability?	  

•  Probability	  of	  guessing	  the	  secret	  given	  an	  observa>on:	  	  
 maxi  p(i|A)  =  1

•  Probability	  of	  guessing	  the	  secret	  associated	  with	  Bayes	  Risk:	  
 Paver  =  p(A)  maxi  p(i|A)  +  p(B)  maxi  p(i|B)  
  =  0.1  *  1      +  0.9  *  0.5  =  0.55
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p(i) =  Firefox  0.45 
  Chrome  0.45 
  Opera  0.10 

if (name == “Opera”) x = A;!
else x = B;!
output x;!

A	  priori	  distribu>on	   AWacker	  observes

x  =  A
p(i|A)=  Firefox  0 

  Chrome  0 
  Opera  1 

A	  posteriori	  distribu>on	  



Soundness:	  Vulnerability?	  

•  Probability	  of	  guessing	  the	  secret	  given	  an	  observa>on:	  	  
 maxi  p(i|A)  =  1
 maxi  p(i|B)  =  0.5
 

•  Probability	  of	  guessing	  the	  secret	  in	  one	  try	  (aka	  average	  posterior	  vulnerability):	  
 Paver  (C) =  p(A)  maxi  p(i|A)  +  p(B)  maxi  p(i|B)  
   =  0.1  *  1      +  0.9  *  0.5  =  0.55

Besson,	  Bielova,	  Jensen:	  Browser	  
randomiza>on	   16	  

p(i) =  Firefox  0.45 
  Chrome  0.45 
  Opera  0.10 

if (name == “Opera”) x = A;!
else x = B;!
output x;!

A	  priori	  distribu>on	   AWacker	  observes

x  =  B
p(i|B)=  Firefox  0.5 

  Chrome  0.5 
  Opera  0 

A	  posteriori	  distribu>on	  

But	  the	  secret	  is	  leaked	  	  
completely	  when	  x	  =	  A!	  



Soundness:	  probability	  of	  guessing	  

•  Probability	  of	  guessing	  the	  secret	  in	  case	  of	  worst	  observa>on:	  
 
PG  (C)=  maxi,o  p(i|o)  =  p(Opera  |  A)  =  1
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p(i) =  Firefox  0.45 
  Chrome  0.45 
  Opera  0.10 

if (name == “Opera”) x = A;!
else x = B;!
output x;!

A	  priori	  distribu>on	   Worst-‐case	  observa>on

x  =  A
p(i|A)=  Firefox  0 

  Chrome  0 
  Opera  1 

Worst-‐case	  	  
a	  posteriori	  distribu>on	  

Very	  biased	  towards	  	  
the	  worst	  output,	  but	  	  
provides	  a	  strong	  guarantee	  

(aka	  worst-‐case	  posterior	  vulnerability	  [Espinoza,	  Smith	  2013])	  



Soundness:	  Probability	  of	  guessing	  

•  How	  to	  achieve	  t-‐privacy	  if	  PG  (U  �  P)  >  t?
•  Find	  a	  randomized	  user	  channel	  R,	  s.t.:	  

	  	   	   	   	   	   	  PG  (R  �  P)  ≤  t	  
	  amounts	  to	  	  solving	  
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Defini/on	  (Threshold-‐based	  privacy)	  
A	  channel	  C	  is	  t-‐private	  if	  the	  probability	  of	  guessing	  channel’s	  input	  is	  
bounded	  by	  t:	  	  

   PG  (C)  ≤  t	  



Building	  a	  sound	  R	  channel
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P o1! o2! o3!

“Firefox”! 1/2 1/3 1/6
“Opera”! 1/6 1/2 1/3

R “Firefox”! “Opera”!
!

id1! x 1-‐x
id2! 1-‐y y

x	  

y	  

z  =  PG  (R  �  P)	  

t  =  0.6	  

z	  



Usability:	  requirement	  for	  	  
user	  sa>sfac>on	  
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Defini/on	  (Usability)	  
Given	  a	  user	  channel	  U,	  the	  randomized	  user	  channel	  R	  ensures	  that	  the	  
users	  get	  their	  original	  configura>on	  as	  much	  as	  possible:	  

  Σi  R[i,  Im(U,i)]  reaches	  its	  maximum	  value	  
where	  Im(U,i)  =  o  if	  and	  only	  if	  U[i,o]  =  1  
	  

R “Firefox”! “Opera”!
!

id1! x 1-‐x
id2! 1-‐y y

U “Firefox”! “Opera”!
!

id1! 1 0
id2! 0 1

Usability:  (x+y)  is  maximized



Reduc>on	  to	  Linear	  Programming	  
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R “Firefox”! “Opera”!
!

id1! x 1-‐x
id2! 1-‐y y

U “Firefox”! “Opera”!
!

id1! 1 0
id2! 0 1

max  (x  +  y)  s.t.	  
0  ≤  x  ≤  1  
0  ≤  y  ≤  1
Ax  +  By    +  C  ≤  t

Soundness:
PG  (R  �  P)  =  Ax  +  By  +  C  ≤  t  	  

Usability:
max  Σi  R[i,  Im(U,i)]  =  max  (x+y)    



Enforcement	  algorithms	  

•  Protect	  against	  one	  program	  P	  
– Naïve	  global	  op>miza>on	  costly	  
– Reduce	  the	  number	  of	  variables:	  	  

•  unite	  “iden>cal	  users”	  
•  exclude	  “safe	  users”	  

•  Greedy	  algorithm	  
	  
•  Protec>on	  against	  any	  program	  P.	  
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Is	  usability	  related	  to	  u>lity	  in	  
differen>al	  privacy?	  
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Is	  usability	  related	  to	  u>lity	  in	  
differen>al	  privacy?	  
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R	  	  
randomiza>on	  	  
mechanism	  

P	  
program	  	  

I	  
input	  

S	  
randomized	  
configura>on	  

O	  
program	  	  
output	  

U	  	  
ini>al	  user	  	  

configura>ons	  

P	  
program	  	  

I	  
input	  

S	  
ini>al	  

configura>on	  

O	  
program	  	  
output	  

Usability!
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U0	  	   P	  
I	   S	  

	  
O	  
	   H0	  

O	  
	  

UR	  	   P	  
I	   S	  

	  
O	  
	   H0	  

O	  
	  

U0	  	   P	  
I	   S	  

	  
O	  
	   HR	  

Z	  
	  

Ini>al	  system:	  

U0 s1! s2!
!

…!

i1! 1 0 0

i2! 1 0 0

…! 0 1 0

H0 z1!
!

z2! …!

o1! 1 0 0

o2! 0 1 0

…! 0 0 1

Given	  an	  input	  randomiza>on	  UR	  	  and	  an	  output	  randomiza>on	  HR	  	  such	  that	  
UR�P	  �H0	  =	  U0�P	  �HR	  the	  following	  holds:	  
	  

Usability(UR�P	  �H0)	  =	  	  Usability(U0�P	  �HR)	  =	  U/lity	  (O,	  Z)	  	  ?	  	  



Summary	  
•  Web	  tracking	  is	  done	  by	  different	  technologies	  

–  cookies,	  other	  browser	  storages,	  fingerprin>ng	  

•  Analysis	  of	  tracking	  scripts	  
–  By	  hybrid	  informa>on	  flow	  monitoring	  
–  Computes	  a	  tracker’s	  knowledge	  
–  Monitor	  made	  more	  precise	  with	  sta>c	  analysis	  	  

•  Enforcing	  browser	  anonymity	  	  
–  Systema>c	  switching	  between	  browser	  configura>ons	  
–  Soundness:	  t-‐privacy	  for	  every	  user	  
–  Usability:	  users	  switch	  to	  other	  configura>ons	  as	  rare	  as	  possible	  
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