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1 Introduction

The enormous growth in the use of internet-connected devices and the big-data
revolution have created serious privacy concerns, and motivated an intensive
area of research aimed at devising methods to protect the users’ sensitive in-
formation. During the last decade, two main frameworks have emerged in this
area: Differential Privacy (DP) and Quantitative Information Flow (QIF).

Differential privacy (DP) [10] was originally developed in the area of statis-
tical databases, and it aims at protecting the individuals’ data while allowing
the release of aggregate information trough queries. This is obtained by obfus-
cating the result of the query via the addition of controlled noise. Naturally,
we need to assume that the curator, namely the entity collecting and storing
the data and handling the queries, is honest and capable of protecting the data
from security breaches. Since this assumption cannot always be guaranteed, a
variant has been proposed: local differential privacy (LDP) [9], where the data
are obfuscated individually before they are collected.

Both DP and LPD are subsumed by d-privacy [6], and in this paper we will
use the latter as a unifying framework. The definition of d-privacy assumes an
underlying metric structure on the data domain X'. An obfuscation mechanism
K for X is a probabilistic mapping from X to some output domain ), namely a
function from X to probabilistic distributions over ). We will use the notation
K, to represent the probability that K on input x gives output y. The mech-
anism K is ¢-d-private, where ¢ is a parameter representing the privacy level,
if

Ky 4y < esd(‘“’“)Kz%y forallzi,zo € X,y € ). (1)

Standard DP is obtained from this definition by assuming X to be a set of all
datasets and d the Hamming distance between two datasets, seen as vectors or
records (i.e., the number of positions in which the two datasets differ)!. LDP is
obtained by considering a trivial metric (distance 0 between identical elements,
and 1 otherwise).

The other framework for the protection of sensitive information, quantita-
tive information flow (QIF), focuses on the potentialities and the goals of the
attacker, and the research on this area has developed rigorous foundations based
on information theory [15, 21]. The idea is that a system processing some sen-
sitive data from a random variable X and releasing some observable data as a
random variable Y can be modelled as an information-theoretic channel with
input X and output Y. The leakage is then measured in terms of correlation
between X and Y. There are, however, many different ways to define such cor-
relation, depending on the notion of adversary. In order to provide a unifying
approach, [2] has proposed the theory of g-leakage, in which an adversary is
characterized by a functional parameter g representing its gain for each possible
outcomes of the attack.

IThe more common definition of differential privacy assumes that 1, z2 are adjacent, i.e.
their Hamming distance is 1, and requires Ky, 4 < e Kz, 4. It is easy to prove that the two
definitions are equivalent.
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Table 1: Programs that take in input a secret H and leak information about H
into the output L.

One issue that arises in both frameworks is how to compare systems from the
point of view of their privacy guarantees. It is important to have a rigorous and
effective way to establish whether a mechanism is better or worse than another
one, in order to guide the design and the implementation of mechanisms for
information protection. This is not always an obvious task. To illustrate the
point, consider the following examples.

Example 1. Let Py, P>, P3 and Py be the programs illustrated in Table 1, where
H is a “high” (i.e., secret) input and L is a “low” (i.e., public) output. We
assume that H is a uniformly distributed 32-bit integer with range 0 < H < 232,
All these programs leak information about H via L, in different ways: Py reveals
H whenever it is a multiple of 8 (H mod 8 represents the integer division of H
by 8), and reveals nothing otherwise. Py does the same thing whenever H is a
multiple of 4. P3 reveals the last 8 bits of H (H & 0%*18 represents the bitwise
and between H and a string of 24 bits “0” followed by 8 bits “1”). Analogously,
Py reveals the last 4 bits of H. Now, it is clear that Py leaks more than Py, and
that Py leaks more than Ps, but how to compare, for instance, Py, and P3? It is
debatable which one is worse, because their behavior is very different: Py reveals
nothing in most cases, but when it does reveal something, it reveals everything.
P3, on the other hand, always reveals part of the secret. Clearly, we cannot
decide which situation is worse, unless we have some more information about
the goals and the capabilities of the attacker. For instance, if the adversary has
only one attempt at his disposal (and no extra information), then the program
P is better, because even after the output of L there are still 24 bits of H that
are unknown. On the other hand, if the adversary can repeat the attacks on
program similar to P3, then eventually it will uncover the secret entirely all the
times.

Example 2. Consider a geometric mechanism (cfr. Definition 9) with e¢ =
27/25, and a randomized response one mechanism (cfr. Definition 13) with e® =
22/11. The two mechanisms are illustrated in Figure ?77. Clearly, it does not
make sense to compare them on the basis of their respective privacy parameters
€, because they represent different privacy properties, and it is not obvious how
to compare them in general: The geometric mechanism tends to make the true
value indistinguishable from his immediate neighbors, but it separates it from
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Figure 1: Comparison between the geometric (red) and the randomized response
(blue) mechanisms.

the values far away. The randomized response introduces the same level of
confusion between the true value and any other value of the domain. Thus,
which mechanism is more private depends on the kind of attack we want to
mitigate: if the attacker is trying to guess an approximation of the value, then
the randomized response is better. If the attacker is only interested in identifying
the true value among the immediate neighbors, then the geometric is better.

In this respect, the QIF approach has lead to an elegant theory of refinement
(pre)order? T8, which provides strong guarantees: A C&'® B means that B
18 safer than A in all circumstances, in the sense that the expected gain of an
attack on B is less than on A, for whatever kind of gain the attacker may be
seeking. This means that we can always substitute the component A by B
without compromising the security of the system. An appealing aspect of this
particular refinement order is that it is characterized by a precise structural
relation between the stochastic channels associated to A and B [2, 19], which
makes it easy to reason about, and relatively efficient to verify. It is important
to remark that this order is based on an average notion of adversarial gain
(vulnerability), defined by mediating over all possible observations and their
probabilities. We call this perspective average-case.

At the other end of the spectrum, DP, LDP and d-privacy are maz-case
measures. In fact, by applying the Bayes theorem to (1) we obtain:

pi(on E) < e d@1,22) m(1) forallxzy,xe € X,y € ). (2)
p(z2 | y) m(22)

where, for i € {1,2}, w(z;) is the prior probability of x; and p(x; | y) is the
posterior probability of x; given y. We can interpret 7(¢1)/x(z,) and P(€119)/p(z2|y)
as knowledge about X’: they represent how much more likely x; is with respect
to xa, before (prior) and after (posterior) observing y, respectively. Thus the
property expresses a bound on how much the adversary can learn from each

individual outcome of the mechanism?.

2In this paper we call Egvg and the other refinement relations “orders”, although, strictly

speaking they are preorders.
3The property (2) is also the semantic interpretation of the guarantees of the Pufferfish

framework (cfr. [14], Section 3.1). The ratio ZE:;}Z;/:E:;; is known as odds ratio.




In the literature of DP, LDP and d-privacy, mechanisms are usually com-
pared on the basis of their e-value?, which controls a bound on the log-likelihood
ratio of an observation y given two “secrets” x; and xs: smaller € means more
privacy. In DP and LDP the bound is ¢ itself, while in d-privacy it is e xd(s1, s2)
We remark that the relation induced by € in d-privacy is fragile, in the sense
that the definition of d-privacy assumes an underlying metric structure d on
the data, and whether a mechanism B is “better” than A depends in general
on the metric considered.

Average-case and max-case are different principles, suitable for different sce-
narios: the former represent the point of view of an organization, for instance
an insurance company providing coverage for risks related to credit cards, which
for the cost-benefit analysis is interested in reasoning in terms of expectation
(expected cost of an attack). The max-case represents the point of view of an
individual, who is interested in limiting the cost of any attack. As such, the
max-case seems particularly suitable for the domain of privacy.

In this paper, we combine the max-case perspective with the robustness of
the QIF approach, and we introduce two refinement orders:

e CJ™, based on the max-case leakage introduced in [1]. This order takes
into account all possible privacy breaches caused by any observable (like in
the DP world), but it quantifies over all possible quasi-convex vulnerability
functions (in the style of the QIF world).

e [}, based on d-privacy (like in the DP world), but quantified over all
metrics d.

To underline the importance of a robust order, let us consider the case of the
oblivious mechanisms for differential privacy: These mechanisms are of the form
K = Ho f, where f : X — )Y is a query, namely a function from datasets in X to
some answer domain ), and H is a probabilistic mechanism implementing the
noise. The idea is that the system first computes the result y € Y of the query
(true answer), and then it applies H to y to obtain a reported answer z. In
general, if we want K to be e-DP, we need to tune the mechanism H so to take
into account the sensitivity of f, which is the maximum distance between the
results of f on two adjacent databases, and as such it depends on the metric on
Y. However, if we know that K = H o f is e-DP, and that H C};" H' for some
other mechanism H’, then we can safely substitute H by H’ as it is, because
one of our results (cfr. Theorem 1 at Page 33) guarantees that K/ = H' o f
is also e-DP. In other words, H Cf;" H’ implies that we can substitute H by
H'’ in an oblivious mechanism for whatever query f and whatever metric on ),
without the need to know the sensitivity of f and without the need to do any
tuning of H’ . Thanks to Theorem 3 (Page 13) and Theorem 5 (Page 17), we
know that this is the case also for Cg ® and CH>. We illustrate this with the
following example.

4In DP and LDP ¢ is a parameter that usually appears explicitly in the definition of the
mechanism. In d-privacy it is an implicit scaling factor.



Example 3. Consider datasets x € X of records containing the age of people,
expressed as natural numbers from 0 to 100, and assume that each dataset in
X contains at least 100 records. Consider two queries, f(x) and g(x), which
give the rounded average age and the minimum age of the people in x, respec-
tively. Finally, consider the truncated geometric mechanism TG® (cfr. Defi-
nition 10, Page 21), and the randomized response mechanism R (cfr. Defini-
tion 13, Page 22). It is easy to see that K1 = TG o f is e-DP, and it is possible
to prove that TG® C" R (cfr. Theorem 15, Page 15). We can then conclude
that Ko = R°o f is e-DP as well, and that in general it is safe to replace TG by
R* for whatever query. On the other hand, R® Z};" TG*, so we cannot expect
that it is safe to replace R® by TG® in any context. In fact, K3 = R° o g is
e-DP, but K4 = TG® o g is not e-DP, despite the fact that both mechanisms are
constructed using the same privacy parameter €. Hence we can conclude that a
refinement relation based only on the comparison of the € parameters would not
be robust, at least not for a direct replacement in an arbitrary context. Note that
Ky 1s 100 x e-DP. In order to make it e-DP we should divide the parameter € by
the sensitivity of g (with respect to the ordinary distance on natural numbers),
which is 100, i.e. use TG7/*°. For RF this is not necessary because it is defined
using the discrete metric on {0,...,100}, and the sensitivity of g with respect
to this metric is 1.

The robust orders allow us to take into account different kinds of adversaries.
The following example shows what is the idea.

Example 4. Consider the following three LDP mechanisms, represented by
their stochastic matrices (where each element is the conditional probability of
the outcome of the mechanism, given the secret value). The secrets are three
possible economic situations of an individual, p, a and r, standing for poor,
average and rich, respectively. The observable outcomes are r and n, standing
for rich and not rich.

n

3/4 1/4
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Let us assume that the prior distribution m on the secrets is uniform. We
note that A is (log3)-LDP while B is (log2)-LDP. Hence, if we only look at
the value of €, we would think that B is better than A from the privacy point of
view. However, there are attackers that gain more from B than from A (which
means that, with respect to those attackers, the privacy of B is worse). For
instance, this is the case when the attacker is only interested in discovering
whether the person is rich or not. In fact, if we consider a gain 1 when the
attacker guesses the right class (r versus (either p or a)) and 0 otherwise, we
have that the highest possible gain in A is (3/4) w(p) + (Y/2) w(a) = 5/12, while in
B is (2/3) w(p) + (2/3) m(a) = 4/9, which is higher than 5/12. This is consistent
with our orders: it is possible to show that none of the three orders hold between

n r

2/3 1/3 (3)
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A and B, and that therefore we should not expect B to be better (for privacy)
than A with respect to all possible adversaries.

On the other hand, the mechanism C is also (log2)-LDP, and in this case
we have that the relation A Cg™* C holds, implying that we can safely replace
A by C. We can also prove that the reverse does not hold, which means that C
1s strictly better than A.

A fundamental issue is how to prove that these robust orders hold: Since
Co™ and Cy ' involve universal quantifications, it is important to devise finitary
methods to verify them. To this purpose, we will study their characterizations as
structural relations between stochastic matrices (representing the mechanisms
to be compared), along the lines of what was done for C{®.

We will also study the relation between the three orders (the two above and
C&'®), and their algebraic properties. Finally, we will analyze various mecha-
nisms for DP, LDP, and d-privacy to see in which cases the order induced by &
is consistent with the three orders above.

1.1 Contribution

The main contributions of this paper are the following:

e We introduce two refinement orders for the max case, Cg** and Cp;”, that
are robust with respect to a large class of adversaries.

e We give structural characterizations of both E{é}ax and Ef{,ﬁv in terms of

relations on the stochastic matrices of the mechanisms under comparison.
These relations help the intuition and open the way to verification.

e We study efficient methods to verify the structural relations above. Fur-
thermore, these methods are such that, when the verification fails, they
produce counterexamples. In this way it is possible to pin down what is
the problem and try to correct it.

o We show that C?v& C C™max C CP™Y,

avg max

e We apply the three orders (E¢™®, Eg*, and Cp;") to the comparison of
some well-known families of d-private mechanisms: geometric, exponential
and randomised response. We show that, in general, A ;?}Vg B (and thus
all the refinement orders between A and B) holds within the same family
whenever the € of B is smaller than that of A.

e We show that if A and B are mechanisms from different families, then,
even if the € of B is smaller than that of A, the relations A Cg&'® B and
A CE™ B do not hold, and in most cases A Ch" B does not hold either.
We conclude that a comparison based only on the value of the ¢’s is not
robust across different families, at least not for the purposes illustrated
above.



e We study lattice-properties of these orders. In contrast to Cg ®, which
was shown to not be a lattice, we prove that suprema and infima exist for
283" and EII\’,EV, and that therefore these orders form lattices.

1.2 Related work

We are not aware of many studies on refinement relations for QIF. Yasuoka and
Terauchi [23] and Malacaria [18] have explored strong orders on deterministic
mechanisms, focusing on the fact that such mechanisms induce partitions on
the space of secrets. They showed that the orders produced by min-entropy
leakage [21] and Shannon leakage [3, 17] are the same and, moreover, they coin-
cide with the partition refinement order in the Lattice of Information [16]. This
order was extended to the probabilistic case in [2], resulting in the relation C?v8
mentioned in Section 2. The same paper [2] proposed the theory of g-leakage
and introduced the corresponding order Cg'®. Furthermore, [2] proved that
Cave C E%Vg and conjectured that also the reverse should hold. This conjecture
was then proved valid in [19]. The max-case leakage, on which the relation
CH™ is based, was introduced in [I], but Cg** and its properties were not
investigated. Finally, CP™ is a novel notion introduced in this paper.

In the field of differential privacy, on the other hand, there have been various
works aimed at trying understand the operational meaning of the privacy pa-
rameter ¢ and at providing guidelines for the choice of its values. We mention
for example [13] and [12], which consider the value of ¢ from an economical
point of view, in terms of cost. We are not aware, however, of studies aimed at
establishing orders between the level of privacy of different mechanisms, except
the one based on the comparison of the &’s.

The relation between QIF and DP, LDP, and d-privacy is based on the so-
called semantic interpretation of the privacy notions, that regards these proper-
ties as expressing a bounds on the increase of knowledge (from prior to posterior)
due to the answer reported by the mechanism. For d-privacy the semantic inter-
pretation is expressed by (2). To the best of our knowledge, this interpretation
was first pointed out (for the location privacy instance) in [3]. The seminal
paper on d-privacy, [6], also proposed a semantic interpretation, with a rather
different flavor, although formally equivalent. As for DP, as explained in the
introduction, (2) instantiated to databases and Hamming distance corresponds
to the odds ratio on which is based the semantics interpretation provided in
[14]. Before that, another version of semantic interpretation was presented in
[10] and proved equivalent to a form of DP called e-indistinguishability. Es-
sentially, in this version an adversary that queries the database, and knows all
the database except one record, cannot infer too much about this record from
the answer to the query reported by the mechanism. Later on, an analogous
version of semantic interpretation was reformulated in [4] and proved equivalent
to DP. A different interpretation of DP, called semantic privacy, was proposed
by [20]. This interpretation is based on a comparison between two posteriors
(rather between the posterior and the prior), and the authors show that, within
certain limits, it is equivalent to DP.



A short version of this paper, with only part of the proofs, appeared in [7].
A short version of this paper appeared in the proceedings of the IEEE Com-
puter Security Foundations Symposium [7].

1.3 Plan of the paper

In the next three sections, 2, 3 and 4, we define the order refinements C¢'®,

Co™ and T respectively, and we study their properties. In Section 5.1 we
investigate methods to verify them. In Section 6 we consider various mechanisms
for DP and its variants, and we investigate the relation between the parameter
¢ and the orders introduced in this paper. In Section 7 we show that Cg** and
Ch" form a lattice. Finally, Section 8 concludes.

Note: In order to make the reading of the paper more fluid, we have moved
all the proofs to the appendix at the end of the paper.

2 Average-case refinement

2.1 Vulnerability, channels and leakage

Quantitative Information Flow studies the problem of quantifying the informa-
tion leakage of a system (eg. a program, or an anonymity protocol). A common
model in this area is to consider that the user has a secret x from a finite set of
possible secrets X', about which the adversary has some probabilistic knowledge
m: DX (DX denoting the set of probability distributions over X). A function
V:DX — R>q is then employed to measure the vulnerability of our system:
V (7) quantifies the adversary’s success in achieving some desired goal, when his
knowledge about the secret is 7.

Various such functions can be defined (eg. employing well-known notions
of entropy), but it quickly becomes apparent that no single vulnerability func-
tion is meaningful for all systems. The family of g-vulnerabilities [2] tries to
address this issue by parametrizing V in an operational scenario: first, the ad-
versary is assumed to possess a set of actions W; second, a gain function g(w, x)
models the adversary’s gain when choosing action w and the real secret is x.
g-vulnerability can be then defined as the expected gain of an optimal guess:
Vo(m) = maxy:w Y ,. v Teg(w,x). Different adversaries can be modelled by
proper choices of W and g. We denote by GAX™ the set of all gain functions.

A system is then modelled as a channel: a probabilistic mapping from the
(finite) set of secrets X to a finite set of observations ), described by a stochastic
matrix C, where C; , is the probability that secret x produces the observation
y. When the adversary observes y, he can transform his initial knowledge 7 into
a posterior knowledge §¥:DX. Since each observation y is produced with some
probability a,, it is sometimes conceptually useful to consider that the result
of running a channel C, on the initial knowledge m, is a “hyper” distribution
[, C]: a probability distribution on posteriors §¥, each having probability a,,.



Defn

Vulnerabilities

Equation (4)
Section 3

Definition 8

Vir,Cl = >, a,V(6Y)
vmax(r, C] := max, V(6Y)

Y

Va(r) := inf{e >0 | Vz,2’ € X, m, < e @2

Defn

Leakage Measures

Definition 4
Equation (25)

Equation (26)

Privg(C) := inf{e > 0| C satisfies ¢ - d-privacy}
L1, 0) i= VP™[r, C — Va(n)

MLEY™™(C) == max, L™ (7, C)

Defn

Refinement Orders

Equation (7)
Definition 2

Definition 7

A C*e& B iff AR = B for some channel R
A C™max Biff RA = B for some channel R

A CP™Y B iff B satisfies d 4-privacy

Defn

Leakage Orders

Section 2.2
Definition 1
Definition 6

Definition 5

ACE® Biff Vg: GX,Vm: DX, Vy[m, A] > Vy[r, B]
A TR Biff VV: QX, ¥ DX, Vox[r, A] > Vmax[r, B
ACy' Biffvde MX, ACYY B

A Egrv B iff Prin (A) Z Pl"in(B)

Table 2: Definitions and symbols used in this paper.




It is then natural to define the (average-case) posterior vulnerability of the
system by applying V' to each posterior ¢, then averaging by its probability a,
of being produced:

Vir,C] = Zy a,V(&Y) . (4)

When defining vulnerability in this way, it can be shown [1] that V has to be
convexr on , otherwise fundamental properties (such as the data processing
inequality) are violated. Any continuous and convex function V' can be written
as V; for a properly chosen g, so when studying average-case leakage we can
safely restrict to using g-vulnerability.

Leakage can be finally defined by comparing the prior and posterior vulner-
abilities, eg. as L (m,C) = Vy[m, C] — Vy(m).?

2.2 Refinement

A fundamental question arises in the study of leakage: can we guarantee that
a system B is no less safe than a system A? Having a family of vulnerability
functions, we can naturally define a strong order C¢'® on channels by explicitly
requiring that B leaks® no more than A, for all priors 7 and all gain functions
gGX: 7

ACE® B iff  Vyr, A] > Vy[r, B] (5)
for all g: GX, m:DX . (6)

Although Cg'® is intuitive and provides clear leakage guarantees, the explicit
quantification over vulnerability functions makes it hard to reason about and
verify. Thankfully, this order can be characterized in a “structural” way, that is
as a direct property of the channel matrix. We first define the refinement order
C2v8 on channels by requiring that B can be obtained by post-processing A by
some other channel R, that is:

AC*& B ifft AR = B for some channel R . (7)

A fundamental result [2, 19] states that £*'8 and Cg'® coincide.

We read A £ B as “A is refined by B”, or “B is as safe as A”. When
A C*8 B holds we have a strong privacy guarantee: we can safely replace A
by B without decreasing the privacy of the system, independently from the
adversary’s goals and his knowledge. But refinement can be also useful in case
A [Z*'® B; namely, we can conclude that there must exist some adversary,
modelled by a gain function g, and some initial knowledge 7, such that the
adversary actually prefers to interact with A rather than interacting with B.%

5Comparing vulnerabilities “multiplicatively” is also possible, but is orthogonal to the goals
of this paper.

6Note that comparing the leakage of A, B is equivalent to comparing their posterior vul-
nerability, so we choose the latter for simplicity.

"Note also that quantifying over g: GX is equivalent to quantifying over all continuous and
convex vulnerabilities.

8Whether this adversary is of practical interest or not is a different issue, but we know
that there exists one.
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Moreover, we can actually construct such a “counter-example” gain function;
this is discussed in Section 5.

3 Max-case refinement

Although C*V& T provide a strong and precise way of comparing systems,
one could argue that average-case vulnerability might underestimate the threat
of a system. More precisely, imagine that there is a certain observation y such
that the corresponding posterior ¢ is highly vulnerable (eg. the adversary can
completely infer the real secret), but y happens with very small probability a,.
In this case the average-case posterior vulnerability V[r, C| can be relatively
small, although V() is large for that particular y.

If such a scenario is considered problematic, we can naturally quantify leak-
age using a max-case” variant of posterior vulnerability, where all observations
are treated equally regardless of their probability of being produced:

VvmeX(r Cl = max, V(§Y) . (8)

Under this definition, it can be shown [I] that V has to be quasi-convez on
7 (instead of convex), in order to satisfy fundamental properties (such as the
data processing inequality). Hence, in the max-case, we no longer restrict to
g-vulnerabilities (which are always convex), but we can use any vulnerability
V : QX, where QX denotes the set of all continuous quasi-convex functions
DX — Rxo.

Inspired by C¢'®, we can now define a corresponding max-case leakage order.

Definition 1. The maz-case leakage order is defined as
ACy™ B iff VU Al > VP¥[r,B] for all V:QX,m:DX . (9)

Similarly to its average-case variant, Cgy** provides clear privacy guarantees
by explicitly requiring that B leaks no more than A for all adversaries (modelled
as a vulnerability V). But this explicit quantification make the order hard
to reason about and verify. We would thus like to characterize Cg** by a
refinement order that depends only on the structure of the two channels.

Given a channel C from X to Y, we denote by C the channel obtained by
normalizing'® C’s columns and then transposing:

~ Cy

C = = 10

ER e o

Note that the row y of C can be seen as the posterior distribution 8¢ obtained by
C' under the uniform prior. Note also that Cis non-negative and its rows sum
up to 1, so it is a valid channel from ) to X. The average-case refinement order
required that B can be obtained by post-processing A. We define the maz-case
refinement order by requiring that B can be obtained by pre-processing A.

9 Also called “worse”-case in some contexts, although the latter is more ambiguous, “worse”
can refer to a variety of factors.
101f a column consists of only zeroes it is simply removed.
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Definition 2. The maz-case refinement order is defined as A E™* B iff RA =
B for some channel R.

Our goal now is to show that E&‘ax and C™@* gre different characterizations
of the same order. To do so, we start by giving a “semantic” characterization
of E™2%  that is, expressing it, not in terms of the channel matrices A and B,
but in terms of the posterior distributions that they produce. Thinking of [, C|
as a (“hyper”) distribution on the posteriors produced by 7 and C, its support
supp [, C] is the set of all posteriors produced with non-zero probability. We
also denote by ch S the conver hull of S.

Theorem 1. Let m:DX. If A C™* B then the posteriors of B (under 7) are
convex-combinations of those of A, that is

supp [r,B] C chsupp|r,A4]. (11)
Moreover, if (11) holds and 7 is full support then A CT™** B.

Note that if (11) holds for any full-support prior, then it must hold for all priors.
Theorem 1 has a nice geometric intuition (cfr. Figure 2) that we are going
to illustrate in the following example.

Example 5. Consider the following systems.

Alyi Y2 Ys Blyi y2 vys ya
x1 | /3 2/ 2/9 2/9 x| Y3 2/9 2/9 1/9
xo | Yo 1/3 2/9 1/3 xo | 2o /3 2/9 1/9
x3 | Yo 2/9 1/3 1/3 x3 | 2/9 2/ 1/3 1/9

(12)

Consider the prior m = (1/2,1/4,1/4). The set of the posterior distributions gen-
erated by A under m are:

supp [r, A] = {(%/,1/8,1/8), (4/9,1/3,2/9), (4/9,2/9,1/3), (¥/5,3/10,3/10)}  (13)

while those generated by B are:

supp [m, B] = {(3/5,1/5,1/5), (4/9,1/3,%/9), (4/9,2/9,%/3), (}/2, /4, 1/4)} - (14)

These posteriors, and the convex hulls that they generate, are illustrated in Fig-
ure 2. The pink area is the ch supp [r, A] and the purple area is the ch supp [, B].
We can see that supp [r, B] C chsupp [, 4], or equivalently, ch supp [r, B] C
chsupp [r, 4].

We are now ready to give the main result of this section.

Theorem 2. The orders °™** and E&ax coincide.

12
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Figure 2: The simplex and the convex hulls of the posterior distributions in
Example 5.

Similarly to the average case, A C™#* B gives us a strong leakage guarantee:
can safely replace A by B, knowing that for any adversary, the max-case leakage
of B can be no-larger than that of A. Moreover, in case A Z™** B, we can
always find an adversary, modelled by a vulnerability function V', who prefers
(wrt the max-case) interacting with A that with B. Such a function is discussed
in Section 5.

Finally, we resolve the question of how C™2* and C?'® are related.

Theorem 3. T is strictly stronger than "™,

This result might appear counter-intuitive at first; one might expect A C™** B
to imply A £2¥8 B. To understand why it does not, note that the former only
requires that, for each output yp of B, there exists some output of y4 that is
at least as vulnerable, regardless of how likely y4 and yp are to happen (this is
max-case, after all). We illustrate this with the following example.

Example 6. Consider the following systems:

Alyr y2 Ys ya Bly vy2 ys
x1 |34 0 Y1 O x| Y2 0 12
o |34 Y4 0 O xo | Y2 12 0

x3 | 0 a4 14 1/ x3 | 0 12 1/2

(15)

Under the uniform prior, the y1,ys, y3 posteriors for both channels are the same,
namely (1/2,1/2,0), (0,1/2,1/2) and (1/2,0,1/2) respectively. So the knowledge
that can be obtained by each output of B can be also obtained by some output
of A (albeit with a different probability). Hence, from Theorem. 1 we get that
A C™* B However, we can check (see Section 5.1) that B cannot be obtained
by post-processing A, that is A [L*V& B.

The other direction might also appear tricky: if B leaks no more than A
in the average-case, it must also leak no more than B in the max-case. The
quantification over all gain functions in the average-case is powerful enough to

13



“detect” differences in max-case leakage. The above result also means that C?V8
could be useful even if we are interested in the max-case, since it gives us C™#*
for free.

4 Privacy-based refinement

So far we have compared systems based on their (average-case or max-case)
leakage. In this section we turn our attention to the model of differential privacy,
and discuss new ways of ordering mechanisms based on that model.

4.1 Differential privacy and d-privacy

Differential privacy relies on the observation that some pairs of secrets need to
be indistinguishable from the point of view of the adversary in order to pro-
vide some meaningful notion of privacy; for instance, databases differing in a
single individual should not be distinguishable, otherwise the privacy of that
individual is violated. At the same, other pairs of secrets can be allowed to
be distinguishable in order to provide some utility; for instance, distinguishing
databases differing in many individuals allows us to answer a statistical query
about those individuals.

This idea can be formalized by a distinguishability metric'! d. Intuitively,
d(z,z’) models how distinguishable we allow these secrets to be. A value 0 means
that we require x and z’ to be completely indistinguishable to the adversary,
while +00 means that she can distinguish them completely.

In this context, a mechanism is simply a channel (the two terms will be used
interchangeably), mapping secrets X’ to some observations ). Denote by MX
the set of all metrics on X. Given d € MX, we define d-privacy as follows.

Definition 3. A channel C satisfies d-privacy iff
Coy < ed(l’”“'/)Cw/,y forallz, 2’ e X,y . (16)

Intuitively, this definition requires that the closer x and z’ are (as measured by
d), the more similar (probabilistically) the output of the mechanism on these
secrets should be.

Remark 1. Note that the definition of d-privacy given in (1) is slightly different
from the above one, because of the presence of € in the exponent. Indeed, it is
common to scale d by a privacy parameter € > 0, in which case d can be thought
of as the “kind” and € as the “amount” of privacy. In other words, the structure
determined by d on the data specifies how we want to distinguish each pair of
data, and € specifies (uniformly) the degree of the distinction. Note that e -d is
itself a metric, so the two definitions are equivalent.

11To be precise, an extended pseudo metric, that is one in which distinct secrets can have
distance 0, and distance +o0 is allowed.
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Using a generic metric d in this definition allows us to express different
scenarios, depending on the domain X on which the mechanism is applied and
the choice of d. For instance, in the standard model of differential privacy,
the mechanism is applied to a database = (i.e. X is the set of all databases),
and produces some observation y (eg. a number). The Hamming metric dyg —
defined as the number of individuals in which z and z’ differ — captures standard
differential privacy.

4.2 Oblivious mechanisms

In the case of an oblivious mechanism, a query f: X — ) is first applied to
database z, and a noise mechanism H from ) to Z is applied to y = f(x),
producing an observation z. In this case, it is useful to study the privacy of H
wrt some metric dy on Y. Then, to reason about the dx-privacy of the whole
mechanism H o f, we can first compute the sensitivity of f wrt dy,dy:

/
then apply the following property [6]:
If H satisfies dy-privacy, (18)
then H o f satisfies Aﬁ(“dy - dy-privacy . (19)

For instance, the geometric mechanism G°¢ satisfies € - dg-privacy (where dg
denotes the Euclidean metric), hence it can be applied to any numeric query f:

the resulting mechanism G¢ o f satisfies AéH’ a,, - e-differential privacy."

4.3 Applying noise to the data of a single individual

There are also scenarios in which a mechanism C' is applied directly to the data
of a single individual (that is X is the set of possible values). For instance, in the
local model of differential privacy [9], the value of each individual is obfuscated
before sending them to an untrusted curator. In this case, C should satisfy dp-
privacy, where dp is the discrete metric, since any change in the individual’s
value should have negligible effects.

Moreover, in the context of location-based services, a user might want to
obfuscate his location before sending it to the service provider. In this context,
it is natural to require that locations that are geographically close are indis-
tinguishable, while far away ones are allowed to be distinguished (in order to
provide the service). In other words, we wish to provide dg-privacy, for the
Euclidean metric on R2, called geo-indistinguishability in [3].

12The sensitivity wrt the Hamming and FEuclidean metrics reduces to A(J;H s

maxg . |f(z) — f(z')| where z ~ 2’ denotes dy (z,z’) = 1.
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4.4 Comparing mechanisms by their “smallest £” (for fixed
d)

Scaling d by a privacy parameter ¢ allows us to turn d-privacy (for some fixed
d) into a quantitative “leakage” measure, by associating each channel to the
smallest € by which we can scale d without violating privacy.

Definition 4. The privacy-based leakage (wrt d) of a channel C is defined as
Priva(C) := inf{e > 0| C satisfies ¢ - d-privacy} . (20)

Note that Privg(C) = +oo iff there is no such ¢; also Privq(C) < 1 iff C satisfies
d-privacy.

It is then natural to compare two mechanisms A and B based on their
“smallest &”.

Definition 5. Define A CYV B iff Privq(A) > Privq(B).

For instance, A C§7 B means that B satisfies standard differential privacy for

¢ at least as small as the one of A.

4.5 Privacy-based leakage and refinement orders

When discussing the average- and max-case leakage orders T, Cg**, we ob-
tained strong leakage guarantees by quantifying over all vulnerability functions.
It is thus natural to investigate a similar quantification in the context of d-
privacy. Namely, we define a stronger privacy-based “leakage” order, by com-
paring mechanisms not on a single metric d, but on all metrics simultaneously.

Definition 6. The privacy-based leakage order is defined as A Tf" B iff A TY™
B for alld € MIX.

prv

Similarly to the other leakage orders, the drawback of Ty~ is that it quan-
tifies over an uncountable family of metrics. As a consequence, our first goal is
to characterize it as a properly of the channel matrix alone, which would make
it much easier to reason about or verify.

To do so, we start by recalling an alternative way of thinking about d-
privacy. Consider the multiplicative total variation distance between probability
distributions u, p' € DY, defined as:

tveg(u, u') = max|1nu—z’|. (21)

y: Y Iy
If we think of C as a function X — DY (mapping every x to the distribution
Cy.—), C satisfies d-privacy iff tvg(Cy,—,Cyp —) < d(z, '), in other words iff C
is non-expansive (1-Lipschitz) wrt tvg, d.
Then, we introduce the concept of the distinguishability metric dc € MX
induced by the channel C, defined as

de(z,2') = tvg(Cy—,Cp ). (22)
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Intuitively, do(z, ') expresses exactly how much the channel distinguishes (wrt
tvg) the secrets x, 2. Tt is easy to see that d¢ is the smallest metric for which
C' is private; in other words, for any d:

C satisfies d-privacy if d>de. (23)

We can now give a refinement order on mechanisms, by comparing their corre-
sponding induced metrics.

Definition 7. The privacy-based refinement order is defined as A CP™ B iff
ds > dpg, or equivalently iff B satisfies d 4 -privacy.

This achieves our goal of goal of characterizing C};".
Proposition 4. The orders Cf" and TPV coincide.

We now turn our attention to the question of how these orders relate to each
other.

Theorem 5. C™# s strictly stronger than TP™ which is strictly stronger than
Cprv
=a -

The fact that C™®* is stronger than CP™ is due to the fact than Privg can be
seen as a max-case information leakage, for a properly constructed vulnerability
function Vg. This is discussed in detail in Section 4.7. This implication means
that C2v8 C™2* can be useful even if we “only” care about d-privacy.

4.6 Application to oblivious mechanisms

We conclude the discussion on privacy-based refinement by showing the useful-
ness of our strong CP™ order in the case of oblivious mechanisms.

Theorem 6. Let f : X — Y be any query and A, B be two mechanisms on Y.
If ACP™Y B then Ao f CP™ Bo f.

This means that, replacing A by B is the context of an oblivious mechanism is
always safe, regardless of the query (and its sensitivity) and regardless of the
metric by which the privacy of the composed mechanism is evaluated.

Assume, for instance, that we care about standard differential privacy, and
we have properly constructed A such that A o f satisfies e-differential privacy
for some e. If we know that A CP™ B (several such cases are discussed in
Section 6) we can replace A by B without even knowing what f does. The
mechanism B o f is guaranteed to also satisfy e-differential privacy.

Note also that the above theorem fails for the weaker order CY™. Establish-
ing A ES’;’ B for some metric dy: MY gives no guarantees that Ao f Cg'" Bo f
for some other metric of interest dx: MX. It is possible that replacing A by B
in that case is not safe (one would need to re-examine the behavior of B, and
possibly reconfigure it to the sensitivity of f).
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Table 3: Comparison of leakage and refinement orders. All implications are
strict.

4.7 Privacy as max-case capacity

One way to check whether C™* is stronger than CP'V is to examine whether
d-privacy can be expressed as a (max-case) information leakage. We start this
by defining a suitable vulnerability function:

Definition 8. The d-vulnerability function Vg is defined as
Va(r) = inf{e>0|Ve,2' € X, mp <@ 1 (24)

Note the difference between Vg(w) (a vulnerability function on distributions)
and Privq(C) (a “leakage” measure on channels).

A fundamental notion in QIF is that of capacity : the maximization of
leakage over all priors. In turns out that for V4, the capacity-realizing prior
is the uniform one. In the following, £ ™ denotes the additive max-case d
leakage, namely:

LI (x,C) = V3™ [r,C] — Va(n). (25)

and MLY ™ denotes the additive max-case d-capacity, namely:

ML (C) = max L™ (7, C). (26)

Theorem 7. ./\/l/jji"max is always achieved on a uniform prior 7. Namely
max L™ N(r,C) = L7MN,0) = VP[0 . (27)

This finally brings us to our goal of expressing Privq in terms of information
leakage (for a proper vulnerability function).

Theorem 8. [DP as maz-case capacity] C satisfies ¢ - d-privacy iff MLIT™(C) <
e. In other words: ML ™(C) = Privq(C).
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5 Verifying the refinement orders

We now turn our attention to the problem of checking whether the various
orders hold, given two explicit representations of channels A and B (in terms of
their matrices). We show that, for all orders, this question can be answered in
time polynomial in the size of the matrices. Moreover, when one of the order
fails, we discuss how to obtain a counter-example (eg. a gain function g or a
vulnerability function V'), demonstrating this fact. All the methods discussed
in the section have been implemented in a publicly available library, and have
been used in the experimental results of Section 6.

5.1 Average-case refinement

Verifying A C*8 B can be done in polynomial time (in the size of A, B) by
solving the system of equations AR = B, with variables R, under the linear
constraints that R is a channel matrix (non-negative and rows sum up to 1).
However, if the system has no solution (i.e. A [Z®® B), this method does not
provide us with a counter-example gain function g.

We now show that there is an alternative efficient method: define CT =
{CR | R is a channel}, the set of all channels obtainable by post-processing C.
The idea is to compute the projection of B on A'. Clearly, the projection is B
itself iff A C2v8 B; otherwise, the projection can be directly used to construct
a counter-example g.

Theorem 9. Let B* be the projection of B on AT.
1. If B = B* then A C*8 B.

2. Otherwise, let G = B — B*. The gain function g(w,z) = Gy . provides a
counter-ezample to A T*8 B, that is Vy (%, A) < V, (7", B), for uniform

.

Since ||z — y||3 = 272 — 227y + yT'y, the projection of y to a convex set can

be written as min, 72 — 227y for Az < b. This is a quadratic program with Q
being the identity matrix, which is positive definite, hence it can be solved in
polynomial time.

Note that the proof that T ® is stronger than C*V8 (the “coriaceous” theo-
rem of [19]) uses the hyperplane-separation theorem to show the existence of a
counter example g in case A [£Z*V¢ B. The above technique essentially computes
such a separating hyperplane.

5.2 Max-case refinement

Similarly to £*'&, we can verify A C™** B directly using its definition, by
solving the system RA = B under the constraint that R is a channel.

In contrast to C*V8, when A [Z™** B, the proof of Theorem. 2 directly gives
us a counter-example:

V(o) = (I,I/ng lo—d'|2 - (28)
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where S = chsupp [, A] and 7 is any full-support prior. For this vulnerability
function it holds that V™ (7, A) < V™ (7 B).

5.3 Privacy-based refinement

The EP™ order can be verified directly from its definition, by checking that
d4 > dp. This can be done in time O(|X|?|Y|), by computing tvg (Cy,—, Cyr )
for each pair of secrets. If A [ZP"™Y B, then d = dp provides an immediate
counter-example metric, since B satisfies d g-privacy, but A does not.

6 Application: comparing DP mechanisms

In differential privacy it is common to compare the privacy guarantees provided
by different mechanisms by ‘comparing the epsilons’. But it is interesting to ask
to what extent e-equivalent mechanisms are comparable wrt the other leakage
measures defined here. Or we might want to know whether reducing ¢ in a
mechanism also corresponds to a refinement of it. This could be useful if, for
example, it is important to understand the privacy properties of a mechanism
with respect to any max-case leakage measure, and not just the DP measure
given by e.

Since the e-based order given by C5™ is (strictly) the weakest of the orders
considered here, it cannot be the case that we always get a refinement (wrt
other orders). But it may be true that for particular families of mechanisms
some (or all) of the refinement orders hold.

We investigate 3 families of mechanisms commonly used in DP or LDP:
geometric, exponential and randomized response mechanisms.

6.1 Preliminaries

We define each family of mechanisms in terms of their channel construction. We
assume that mechanisms operate on a set of inputs (denoted by X’) and produce
a set of outputs (denoted )). In this sense our mechanisms can be seen as obliv-
ious (as in standard DP) or as LDP mechanisms. (We use the term ‘mechanism’
in either sense). We denote by M€ a mechanism parametrized by e, where ¢ is
defined to be the same as Privq(M). 3 In order to compare mechanisms, we
restrict our input and output domains of interest to (possibly infinite) sequences
of non-negative integers. ' (We assume X', are finite unless specified.) Also,
as we are operating in the framework of d-privacy, it is necessary to provide
an appropriate metric defined over X'; here it makes sense to use the Euclidean
distance metric dg.

13We note that the exponential mechanism under-reports its e, thus for the purposes of
comparison we make sure that we use the best possible € for each mechanism.

14Qur results hold for sequences of quantized integers ¢[0..] but we use integer sequences to
simplify presentation.
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Definition 9. A geometric mechanism is a channel (X,Z,G*), parametrized
by € > 0 constructed as follows:

(1—a) - ade@y)

G, = T forallz e X,y €Z (29)
(30)
where o = e~¢ and dg(z,y) = [z — y|. Such a mechanism satisfies € - dp-

privacy.

In practice, the truncated geometric mechanism is preferred to the infinite
geometric. We define the truncated geometric mechanism as follows.

Definition 10. A truncated geometric mechanism is a channel (X,),TG*),
parametrized by € > 0 with X C Y constructed as follows:

e _ (1 _ a) i adE(x’y) .

TG, ., = Ta for all y # min Y, max Y (31)
c adE(xvy) .

TG, = Tra for y = min ), maxy (32)

where o = e ¢

privacy.

and dg(z,y) = ||z — y||. Such a mechanism satisfies € - dg-

It is also possible to define the ‘over-truncated’ geometric mechanism whose
input space is not entirely included in the output space.

Definition 11. An over-truncated geometric mechanism is a channel (X,), OTG?),
parametrized by € > 0 with X € Y constructed as follows:

1. Start with the truncated geometric mechanism (X, X UY, TG*).
2. Sum up the columns at each end until the output domain is reached.
Such a mechanism satisfies € - d g-privacy.

For example, the set of inputs to an over-truncated geometric mechanism
could be integers in the range [0...100] but the output space may have a range
of [0...50] or perhaps [—50...50]. In either of these cases, the mechanism has
to ‘over-truncate’ the inputs to accommodate the output space.

We remark that we do not consider the over-truncated mechanism a par-
ticularly useful mechanism in practice. However, we provide results on this
mechanism for completeness since its construction is possible, if unusual.

Definition 12. An exponential mechanism is a channel (X,Y, E®), parametrized
by € > 0 constructed as follows:

E2, =\ e~ 5du(zy) forallze X,y (33)
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where Ay are normalizing constants ensuring Zy EZ, = 1. Such a mechanism
satisfies o - dg-privacy where o > 5 (which can be calculated exactly from the
channel construction). *°

The exponential mechanism was designed for arbitrary domains, thus its
parameter € does not correspond to the true (best-case) e-DP guarantee that it
provides. We will denote by E¢ the exponential mechanism with ‘true’ privacy
parameter ¢ rather than the reported one, as our intention is to capture the
privacy guarantee provided by the channel in order to make reasonable compar-
isons.

Definition 13. A randomized response mechanism is a channel (X,), R%),
parametrized by € > 0 constructed as follows:

65(17d0(w7y))

Ri’y = W fOT all T,y S y (34)
1
= —
R, = il forallx &Y (35)
where n = ||Y|| — 1 and dp is the discrete metric (that is, dp(z,z) = 0 and

dp(z,y) =1 for x € Y,z #y). Such a mechanism satisfies € - d p-privacy.

We note that the randomized response mechanism also satisfies -dg-privacy.

Intuitively, the randomized response mechanism returns the true answer
with high probability and all other responses with equal probability. In the case
where the input z lies outside ) (that is, in ‘over-truncated’ mechanisms), all
of the outputs (corresponding to the outlying inputs) have equal probability.

Example 7. The following are examples of each of the mechanisms described
above, represented as channel matrices. For this example, we set € = log(2) for
the geometric and randomized response mechanisms, while for the exponential
mechanism we use € = log(4).

TG I i) I3 orG I T
x1 |23 s 1/ x1 |23 1/3
xe | Y3 13 1/3 x2 |13 2/3
z3 | Y6 o 23 z3 |16 5/
(36)
E T ) I3 R T T I3
x| Y7 2 A7 x| Y2 L4 s
xo | Y2 2 1a xo | Y2 2 s
xg | Y7 21 4 x3 | Y4 s 1/2

Note that the exponential mechanism here actually satisfies log($) -dg-
privacy even though it is specified by € = log(4).

15Note that the construction presented here uses the Euclidean distance metric since we
only consider integer domains. The general construction of the exponential mechanism uses
an arbitrary metric.

22



We now have 3 families of mechanisms which we can characterize by chan-
nels, and which satisfy € - dg-privacy. For the remainder of this section we will
refer only to the € parameter and take dg as given, as we wish to understand
the effect of changing e (for a fixed metric) on the various leakage measures.

6.2 Refinement order within families of mechanisms

We first ask which refinement orders hold within a family of mechanisms. That
is, when does reducing ¢ for a particular mechanism produce a refinement? Since
we have the convenient order C?V8 C C™a* C [CP™ it is useful to first check if
C2& holds as we get the other refinements ‘for free’.

For the (infinite) geometric mechanism we have the following result.

Theorem 10. Let G°,G¢ be geometric mechanisms. Then G C?'& Ge' iff
e > ¢'. That is decreasing € produces a refinement of the mechanism.

This means that reducing € in an infinite geometric mechanism is safe against
any adversary that can be modelled using, for example, max-case or average-
case vulnerabilities.

For the truncated geometric mechanism we get the same result.

Theorem 11. Let TGS, TGS be truncated geometric mechanisms. Then TG® C2V8
TG* iff e > &'. That is, decreasing € produces a refinement of the mechanism.

However, the over-truncated geometric mechanism does not behave so well.

Theorem 12. Let OTGE,OTG® be over-truncated geometric mechanisms. Then
OTG* Z2v8 OTG*® for any € # €. That is, decreasing € does not produce a
refinement.

We can think of this last class of geometrics as ‘skinny’ mechanisms, that is,
corresponding to a channel with a smaller output space than input space.

Intuitively, this theorem means that we can always find some (average-case)
adversary who prefers the over-truncated geometric mechanism with the smaller
€.

We remark that the gain function we found can be easily calculated by
treating the columns of channel A as vectors, and finding a vector orthogonal
to both of these. This follows from the results in Section 5.1. Since the columns
of A cannot span the space R? it is always possible to find such a vector, and
when this vector is not orthogonal to the ‘column space’ of B it can be used to
construct a gain function preferring B to A.

Even though the £2¥® refinement does not hold, we can check whether the
other refinements are satisfied.

Theorem 13. Let OTG® be an over-truncated geometric mechanism. Then
reducing € does not produce a CT™** refinement, however it does produce a
CP™Y refinement.
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This means that although a smaller £ does not provide safety against all
max-case adversaries, it does produce a safer mechanism wrt d-privacy for any
choice of metric we like.

Intuitively, the CP*V order relates mechanisms based on how they distinguish
inputs. Specifically, if A CP'V B then for any pair of inputs x, 2/, the correspond-
ing output distributions are ‘further apart’ in channel A than in channel B, and
thus the inputs are more distinguishable using channel A. When CP™ fails to
hold, it means that there are some inputs in A which are more distinguishable
than in B, and vice versa. This means an adversary who is interested in dis-
tinguishing some particular pair of inputs would prefer one mechanism to the
other.

We now consider the exponential mechanism. In this case we do not have
a theoretical result, but experimentally it appears that the exponential mecha-
nism respects refinement, so we present the following conjecture.

Conjecture 1. Let E* be an exponential mechanism. Then decreasing € in E
produces a refinement. That is, E€ C%8 E° iff ¢ > ¢'.

Finally we consider the randomized response mechanism.

Theorem 14. Let R® be a randomized response mechanism. Then decreasing
€ in R produces a refinement. That is, R C2V8 R iff e > ¢'.

In conclusion we can say that, in general, the usual DP families of mech-
anisms are ‘well-behaved’ wrt all of the refinement orders. This means that
it is safe (wrt any adversary we model here) to replace a mechanism from a
particular family with another mechanism from the same family with a lower e.

6.3 Refinement order between families of mechanisms

Now we explore whether it is possible to compare mechanisms from different
families. We first ask, can we compare mechanisms which have the same 7 We
assume that the input and output domains are the same, and the intention is
to decide whether to replace one mechanism with another.

Theorem 15. Let R be a randomized response mechanism, E an exponential
mechanism and TG a truncated geometric mechanism. Then TG® CP™ R® and
TGe CPY B¢, However C”P™Y does not hold between E€ and RE.

Proof. We present a counter-example to show E° [ZP™ R® and R® [ZP™ E°. The
remainder of the proof is in the appendix.
Consider the following channels:
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A T1 To T3 Ty B T T2 I3 Ty
x1 | 815 4/15 2/15 1/15 x1 | 49 Bf2r 5far 5/a7
xo | 2f0 4o 29 19 xo | Bf2r  4J9 Bj2r 5/27 (37)
x3 | Yo 29 4o 29 x3 | Bf2r Bfar  4fo 5/27
xq | Y15 2/15 4/15 8/15 xq | Bf2r Bf2r B/2r  4/9



Channel A represents an exponential mechanism and channel B a randomized
response mechanism. Both have (true) e of log(12/5). ¢ However d (w1, x3) >
dp(z1,23) and da(ze,x3) < dp(ze,z3). Thus A does not satisfy dp-privacy,
nor does B satisfy d 4-privacy. O

Intuitively, the randomized response mechanism maintains the same (g) dis-
tinguishability level between inputs, whereas the exponential mechanism causes
some inputs to be less distinguishable than others. This means that, for the
same (true) e, an adversary who is interested in certain inputs could learn more
from the randomized response than the exponential. In the above counter-
example, points z2, x3 in the exponential mechanism of channel A are less distin-
guishable than the corresponding points in the randomized response mechanism
B.

As an example, let’s say the mechanisms are to be used in geo-location
privacy and the inputs represent adjacent locations (such as addresses along a
street). Then an adversary (your boss) may be interested in how far you are from
work, and therefore wants to be able to distinguish between points distant from
x1 (your office) and points within the vicinity of your office, without requiring
your precise location. Your boss chooses channel A as the most informative.
However, another adversary (your suspicious partner) is more concerned about
where exactly you are, and is particularly interested in distinguishing between
your expected position (zg, the boulangerie) versus your suspected position (3,
the brothel). Your partner chooses channel B as the most informative.

Regarding the other refinements, we find (experimentally) that none of them
hold (in general) between families of mechanisms. 7 We present these results
in Table 5 (Section ?7).

We next check what happens when we compare mechanisms with different
epsilons. We note the following.

Theorem 16. For any (truncated geometric, randomized response, exponential)
mechanisms M{', M52, if M{* © M3? for any of our refinements (C2V8, Cmax

,CP™) then M' C M;Q for el < es.

Proof. This follows directly from transitivity of the refinement relations, and
our results on refinement with families of mechanisms. '® O

This tells us that once we have a refinement between mechanisms, it contin-
ues to hold for reduced ¢ in the refining mechanism.

Corollary 17. Let G, TG, R, E be the geometric, truncated geometric, random-
ized response and exponential mechanisms respectively. Then for all €' < ¢ we
have that TGS CP™Y RS, TGE TP E¢ | G¢ CP™Y RS and G° CPYV E< .

16Channel A was generated using € = log(4). However, as noted earlier, this corresponds to
a lower true e.

17Recall that we only need to produce a single counter-example to show that a refinement
doesn’t hold, and this can be done using the methods presented in Section 5.

18We recall however that our result for the exponential mechanism is only a conjecture.
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So it is safe to ‘compare epsilons’ wrt CP™ if we want to replace a geometric
mechanism with either a randomized response or exponential mechanism. °
What this means is that if, for example, we have a geometric mechanism T'G
that operates on databases with distance measured using the Hamming metric
dy and satisfying € - dy-privacy, then any randomized response mechanism R
parametrized by & < e will also satisfy e - dg-privacy. Moreover, if we decide
we’d rather use the Manhattan metric dy; to measure distance between the
databases, then we only need to check that T'G also satisfies ¢ - dy;-privacy, as
this implies that R will too.

The following tables 4, 5, and 6 summarize the refinement relations with
respect to the various families of mechanisms.

‘ Are these valid for decreasing &7
Mechanism H cave Cmax cprv
Geometric Y Y Y
Truncated Geometric Y Y Y
Over-Truncated Geometric N N Y
Exponential Y Y Y
Randomized Response Y Y Y

Table 4: The refinements respected by families of mechanisms for decreasing e.

6.4 Asymptotic behavior

We now consider the behavior of the relations when e approximates 0, which
represents the absence of leakage. We start with the following result:

Theorem 18. FEvery (truncated geometric, randomized response, exponential)
mechanism is ‘the safest possible mechanism’ when parametrized by e = 0. That
is L¢ 28 MO for all mechanisms L, M (possibly from different families) and
e>0.

While this result may be unsurprising, it means that we know that refinement
must eventually occur when we reduce €. It is interesting then to ask just when
this refinement occurs. We examine this question experimentally by considering
different mechanisms and investigating for which values of ¢ average-case refine-
ment holds. For simplicity of presentation, we show results for 5 x 5 matrices,
noting that we observed similar results for experiments across different matrix
dimensions. 2° The results are plotted in Figure 3.

The plots show the relationship between ¢; (x-axis) and ez (y-axis) where
€1 parametrizes the mechanism being refined and £, parametrizes the refining

19As with the previous theorem, note that the results for the exponential mechanism are
stated as conjecture only, and this conjecture is assumed in the statement of this corollary.
20By similar results, we mean wrt the coarse-grained comparison of plots that we do here.
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Refinements across families with same e
TG *% R TG ™™ R TG PV R
R TG RY™ TG RYZPY TG
TG Y** E TG ™™™ E TGP E
E e TG E > TG E PV TG

G R G L™ R GCPY R
RUZ*e G RYZ™> G RV G
(CRVARCED GY™™E GLCPVE
Ez2ve G E mex G E 7z G
RyZ>e E Ry ™ E R E
E7Z*ve R EZm* R EZPY R

Table 5: Comparing different families of mechanisms with respect to the differ-
ent refinements under the same ¢.

Comparison of refinements with 1 > 5.

TGEl zavg REQ
Re1 zavg TGe?

TGEl Zmax R€2
R€1 Zmax TG€2

TGEI Eprv REQ
REt Zprv TGE?

TGEl Lzavg E
E e TG

TGt zmax Ee2
Eet zmax TGE?

TGEl EPI‘V EEz
Eet zprv TGEz

Gé‘l zavg R€2
R&‘l zavg G62

GEl zmax R€2
REl zmax GEQ

GEl [prv R€2
R61 zprv GEQ

Gel Zavg Ee2
EEl zavg G52

Gsl Zmax Ee2
EEl zmax GEQ

G€1 CPrv fe2
EEl zprv GEQ

Re1 zavg Ee&2
EEl zavg REQ

Rsl Zmax Ee2
EEl zmax R€2

Rsl Zprv Ee2
E€1 Zpl‘v REQ

Table 6: Comparing different families of mechanisms with differing €.

mechanism. For example, the blue line on the top graph represents TG C2v8
E#2. We fix €1 and ask for what value of €5 do we get a C?'® refinement. Notice
that the line e; = &5 corresponds to the same mechanism in both axes (since
every mechanism refines itself).
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We can see that refining the randomized response mechanism requires much
smaller values of epsilon in the other mechanisms. For example, from the mid-
dle graph we can see that R* £2V8 TG! (approximately) whereas from the top
graph we have TG* C®8 R*. This means that the randomized response mech-
anism is very ‘safe’ against average-case adversaries compared with the other
mechanismes, as it is much more ‘difficult’ to refine than the other mechanisms.

We also notice that for ‘large’ values of 1, the exponential and geometric
mechanisms refine each other for approximately the same €5 values. This sug-
gests that for these values, the epsilons are comparable (that is, the mechanisms
are equally ‘safe’ for similar values of €). However, smaller values of £; require
a (relatively) large reduction in €2 to obtain a refinement.

6.5 Discussion

At the beginning of this section we asked whether it is safe to compare differen-
tial privacy mechanisms by ‘comparing the epsilons’. We found that it is safe to
compare epsilons within families of mechanisms (except in the unusual case of
the over-truncated geometric mechanism). However, when comparing different
mechanisms it is not safe to just compare the epsilons, since none of the refine-
ments hold in general. Once a ‘safe’ pair of epsilons has been calculated, then
reducing epsilon in the refining mechanism is always safe. However, computing
safe epsilons relies on the ability to construct a channel representation, which
may not always be feasible.

7 Lattice properties

The orders CV8 C™2* and CP™Y are all reflexive and transitive (i.e. preorders),
but not anti-symmetric (i.e. not partial orders). This is due to the fact that
there exist channels that have “syntactic” differences but the same semantics; eg.
two channels having their columns swapped. However, if we are only interested
in a specific type of leakage, then all channels such that A C B C A (where C
is one of Ve C™ax [CP™V) have identical leakage, so we can view them as the
“same channel” (either by working on the equivalence classes of = U J or by
writing all channels in some canonical form).

Seeing now C as a partial order, the natural question is whether it forms a
lattice, that is whether suprema and infima exist. If it exists, the supremum
AV B has an interesting property: it is the “least safe” channel that is safer than
both A and B (any channel C such that A C C and B C C would necessarily
satisfy AV B C C). If we wanted a channel that is safer than both A and B,
AV B would be a natural choice.

In this section we briefly discuss this problem and show that — in contrast
to C?v8 — both C™* and CP'™ do have suprema and infima (i.e. they form a
lattice).
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7.1 Average-case refinement

In the case of C?'& “equivalent” channels are those producing the exact same
hypers. But even if we identify such channels, it is known [19] that two channels
A, B do not necessarily have a least upper bound wrt C£2V8 hence C2¥8 does not
form a lattice.

7.2 Max-case refinement

In the case of C™#* “equivalent” channels are those producing the same pos-
teriors (or more generally the same convex hull of posteriors). But, in contrast
to C®v& if we identify such channels, that is if we represent a channel only by
the convex hull of its posteriors, then C™?* becomes a lattice.

First, note that given a finite set of posteriors P = {§|y}, such that = €
ch{6},, ie. such that 7 = }_ ayd?, it is easy to construct a channel C
producing each posterior §Y with output probability a,. It suffices to take
Cyyi=0%a,/my.

So A v™@* B can be simply constructed by taking the intersection of the
convex hulls of the posteriors of A, B. This intersection is a convex polytope
itself, so it has (finitely many) extreme points, so we can construct A V™ B as
the channel having exactly those as posteriors. A A™®* B on the other hand,
can be constructed as the channel having as posteriors the union of those of A
and B.

Note that computing the intersection of polytopes is NP-hard in general [22],
so AV™2* B might be hard to construct. However, efficient special cases do exist
[11]; we leave the study of the hardness of V™?* as future work.

7.3 Privacy-based refinement

In the case CP™Y, “equivalent” channels are those producing the same induced
metric, i.e. dg = dp. Representing channels only by their induced metric, we
can use the fact than MIX does form a lattice under >. We first show that any
metric can be turned into a corresponding channel.

Theorem 19. For any metric d: MX, we can construct a channel C such that
deca =d.

Then A VP™ B will be simply the channel whose metric is d4 V dg, where V is
the supremum in the lattice of metrics, and similarly for AP*V.

Note that the infimum of two metrics di,ds is simply the max of the two
(which is always a metric). The supremum, however, is more tricky, since the
min of two metrics is not always a metric: the triangle inequality might be
violated. So we first need to take the min of di,ds, then compute its “triangle
closure”, by finding the shortest path between all pairs of elements, for instance
using the well-known Floyd-Warshall algorithm.
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8 Conclusion

We have investigated various refinement orders for mechanisms for information
protection, combining the max-case perspective typical of DP and its variants
with the robustness of the QIF approach. We have provided structural charac-
terizations of these preorders and methods to verify them efficiently. Then we
have considered various DP mechanisms, and investigated the relation between
the e-based measurement of privacy and our orders. We have shown that, while
within the same family of mechanisms a smaller £ implies the refinement order,
this is almost never the case for mechanisms belonging to different families.
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A Proofs Omitted from Section 3

Theorem 1. Let m:DX. If A C™** B then the posteriors of B (under w) are
convez-combinations of those of A, that is

supp[r,B] C chsupp]|r, 4] . (11)
Moreover, if (11) holds and 7 is full support then A C™** B.

Proof. Note that seeing 7 as a row vector, TA and 7B are the output distribu-
tions of A and B respectively. Denote by ¥ and 8% the posteriors of [r, A] and
[, B] respectively; we have as many posteriors as the elements in the support
of the output distributions, that is for each y:supp7A, z:supp7B. (11) can
be written as

Vz:supp 7B. (BZ =2, caY where 30 cf = 1) . (38)

The proof consists of two parts: first, we show that (38) for uniform = is equiv-
alent to A C™2* B. Second, we show that (38) for full-support = implies (38)
for any other prior.

For the first part, letting 7 be uniform, we show that (38) is equivalant to
RA = E This is easy to see since since the y-th row of A is ¥ and the z-th
row of B is 8%. Hence we can construct R from the convex coefficients, and vice
versa, as R, , = cj.

For the second part, let 7 : DX be full-support and 7: DX be arbitrary. Since
supp 7 C supp 7, we necessarily have supp 7C' C supp 7C' for any channel C.
Assume that (11) holds for m and let ¢ be the corresponding convex coefficients.
Fixing an arbitrary z:supp 7B, define

v 6 ), (7B). 39



We first show that
(FA)y
2y o AYy

= Y.z el Zy C;TE”;A% Expand 7 A, rearrangement
-3, 77,; >, il Def. of ¥
= Y. 55 (11)
frp ToBa, 2 z
= 3, U oo Def. of g8
- (@B rearrangement
= GBS - g

From this it follows that > é7 = 1.
Finally, denote by &¥ and 37 the posteriors of [#, A] and [#, B] respectively;
we show that (11) holds for #. Fixing x: X', we have that

= 2,% EﬂA)z E;ggz (:%A 5 Def. of ¢; and &V

= E:g;j % y CZ%AJC: Def. of d, rearrangement
=GB D, ol Def. of a¥

= G (1)

= L (;%;j Det. of 3

= fz;%%; = Rearrangement

= Bz Def. of 3

Theorem 2. The orders °”™®* and 283" coincide.

Proof. Fix some arbitrary 7 and denote by o¥ and 3% the posteriors of [, A]
and [, B] respectively. Assuming A C™2* B, from Theorem. 1 we get that each
B* can be written as a convex combination Zy cya¥. Hence

VmaX [7.[.’ B]
max, V(5%) Def. of Vmax

max, V(3_, cja¥) Theorem. 1

IN

max, max, V(a¥) quasi-convexity of V'

max, V(oY)
Vmax[ﬂ.’A] ;
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from which A E{é}ax B follows.

Now assume that A Z™*>* B, let S = chsupp|r,A] € DX and define
a vulnerability function V:QX that maps every prior o: DX to its Euclidean
distance from S, that is

V(o) = min lo—a'|2 - (40)

Since S is a convex set, it is well known that V(o) is convex on o (hence also
quasi-convex). Note that V(o) =0 for all ¢ € S and strictly positive anywhere
else.

By definition of S we have that a¥ € S and hence V (a¥) = 0 for all posteriors
of A, as a consequence V™[ A] = 0. On the other hand, since A Z™** B,
from Theorem. 1 we get that there exists some posterior of B such that * ¢ S.
As a consequence V™**[r, B] > V(6*) > 0 = V™ [r, A] which implies that
AYLg™ B. O

Theorem 3. CT?'¢ is strictly stronger than &5™%,

Proof. The “stronger” part is essentially the data-processing inequality for max-
case vulnerability [1, Prop. 14]. To show it directly, assume that A C*¥8 B, that
is AR = B for some channel R, and define a channel S from Z to ) as

Ay
Sz,y = R%z %IB Y . (41)

It is easy to check that S is a valid channel, i.e. that Zy S,y =1 for all y.
Moreover, we have that

(SA). .
Az y

— Zz AM!} 1
= Y, Ry S B ST AL Def. of S, A
Ap Ry .
z:%:’é’y’ Algebra
- i@if AR =B
z Pr,z
= B,., Def. of B

)

hence A C™&* B,

The “strictly” part has already been shown in the body of the paper: The
two matrices A and B in 15 provide an example in which A C™* B, while
B ™ A.

O
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B Proofs Omitted from Section 4

Proposition 4. The orders Tf;" and TPV coincide.

Proof. Assuming A C}¥ B, recall that a channel C satisfies d-privacy iff
Priva(C) < 1. Note also that Privg,(C) = 1. Setting d = da we get
1 = Privq, (A) > Privg ,(B), which implies that B satisfies d 4-privacy, hence
A Emax B.

Assuming A TPV B, to show that A C;" B it is equivalent to show that A
satisfies d-privacy only if B also satisfies it. Let d € MY, if A satisfies d-privacy
then d > d4 > dp, hence B also satisfies d-privacy, concluding the proof. [

Theorem 5. "™ gs strictly stronger than TP™ | which is strictly stronger than
Cprv

Proof. The “stronger” part is a direct consequence of the fact that Privg(C) can
be expressed as max-case capacity for a suitable vulnerability measure Vg: QX
(more concretely, a consequence of Theorems 2, 7 and 8). This is discussed in
detail in Section 4.7.

For the “strictly” part consider the following counter-example:

Ay w By
2,108 02| [z 104 06] . (42)
zo | 0.4 0.6 xo | 0.8 0.2

The only difference between A and B is that the two rows have been swapped.
Hence d4 = dp which implies A CP*™Y B CP*™Y A. However, the posteriors of
A, B (for uniform prior) are (written in columns):

Aly y Blyi v
x1 |23 1a x| Y3 3fa| . (43)
T2 | Y3 3/4 X2 | 2/3 14

Since (3/4,1/4) cannot be written as a convex combination of (2/3, 1/3) and (1/4, 3/4),
and similarly (1/4,3/4) cannot be written as a convex combination of (1/3,2/3)
and (3/4,1/4), from Theorem. 1 we conclude that A [Z™a* B [Z™ax A, O

Theorem 1. Let f : X — Y be any query and A, B be two mechanisms on ).
If ACP™ B then Ao f CP™Y Bo f.

Proof. Define daos(x1,22) = da(f(z1), f(x2)), and similarly for dgos. Then
we have:

daof(x1,22) = da(f(z1), f(22)) = dp(f(21), f(z2)) = dpoy . (44)
O

Theorem 7. MLI™ is always achieved on a uniform prior 7. Namely

max L™ N(r,C) = LPMNT,0) = VP[4, C) . (27)

33



Proof. Fix m,C, and let (a, ) and (b, p¥) be the outer and inners of [r, V4] and
[, Va] respectively. Since 6% = Cyymeay ' and p¥ = Cp,|X]| 710" we have
that:

Va(6¥) = maxd '(z,2")|In M\ , and (45)
@ oy T
V) = maxd”(z,a)|in g| . (46)
Moreover, it holds that:
Va(dY)
= max, , d H(z,2')|In (%72/:3|
< max, s d ! (z,2')(|In %{ﬂ + |In = b triangle inequality
< maxg(d7 ! (z,2’)|In %/’:D—i— independent max
max, . (d~*(z,2")| In ;rj/ \)
= Va(p¥) + Va(m)
Finally, we have that:
LI, C)
= max, Va(6¥) — Va(m)
< maxy (Va(p?) + Va(r)) — Va(n)
= max, Va(p?)
= Virax[r, ]
= LI, C) since Vg(m*) =0
which concludes the proof. O

Theorem 8. [DP as maz-case capacity] C satisfies & - d-privacy iff ML ™ X(C) <
e. In other words: MLY™(C) = Priva(C).

Proof. Let pY denote the inners of [1%, Vg4]. From Theorem. 7 we have that
MLL™NCO) <e iff Vg(p¥) <e forally

which, from the definition of Vg, holds iff C, ,, < ee'd(;"x,)C’w/7y forallz,z’,y. O
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C Proofs Omitted from Section 5

Proposition 2 (Projection theorem, [5, Prop 1.1.9]). Let C' C R™ be closed
and convex and let z € R™. There exists a unique z* € C that minimizes
|z — x||2 over x € C, called the projection of z on C. Moreover, a vector z* is
the projection of z on C' iff

(z=2")-(x—2")<0 forallz e C . (47)
Theorem 9. Let B* be the projection of B on AT.
1. If B = B* then A C*'8 B.

2. Otherwise, let G = B — B*. The gain function g(w,x) = Gz provides a
counter-example to A T*& B, that is Vy(n", A) < Vy(n*, B), for uniform

.

Proof. (1) is immediate from the definition of C*V&. For (2), we first show that
B-G>B*-G>X-G for all X € AT, (48)

(in other words, that X - G = B* - G is a hyperplane with normal G, separating
B from AT). For the left-hand inequality we have B-G — B* -G = G -G =
|G||3 > 0. Moreover, since AT is closed and convex, from the projection theorem
(Proposition 2) we get that (B — B*)- (X — B*) <0 for all X € AT, from which
B* -G > X - G directly follows.

The proof continues similarly to the one of [19, Thm. 9]. We write posterior
vulnerability (for uniform prior) as a maximization over all remapping strategies
Sa,Sp for A, B respectively, namely

Vg(ﬂ',A) = ﬁmaXAsAeAT ASA -G y (49)
Vy(m,B) = ﬁmaxBSBem BSp-G. (50)

Then V,(n*, A) < V, (%, B) follows from (48) and the fact that B € BT (the
identity is a remapping strategy). O

D Proofs Omitted from Section 6

We call a truncated geometric mechanism ‘square’ if is has the same input and
output space (that is, the channel representation is a square matrix).

We first show that geometric mechanisms and truncated geometric mecha-
nisms are equivalent to square mechanisms under C?V8,

Lemma 3. Let G° be a geometric mechanism. Then the reduced (abstract)
channel form of G¢ is the square channel (X, X, TG*®).
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Proof. First note that the square channel is obtained from the (infinite) geo-
metric by summing up all the ‘extra’ columns (ie. those columns in Y\ X).
Now, note that these ‘extra’ columns are scalar multiples of each other, since
each column has the form
© (1—a)-a* 7
14«
(1—a)-aF1
14+« ( 51)
(1—a)-aF—2
14«

for increasing values of k. Thus the ‘summing up’ operation is a valid reduction
operation, and so the infinite geometric is reducible to the corresponding square
channel. O

Lemma 4. Let TG® be a truncated geometric mechanism. Then the reduced
(abstract) channel form of TG® is the square channel (X, X, TG®).

Proof. First note that the truncated geometric is obtained from the infinite
geometric by summing up columns at the ends of the matrix. This is exactly
the ‘reduction’ step noted above. We can continue, as above, to sum up ‘extra’
columns until we get a square matrix. O

Corollary 5. Any C?V8 refinement that holds for a square geometric mechanism
(X, X,G*) also holds for any truncated geometric mechanism or (the) geometric
mechanism G¢ having domain X .

Note that we only define truncation as far as the square geometric matrix,
since at this point the columns of the matrix are linearly independent and can
no longer be truncated via matrix reduction operations. We now show that
refinement holds for the square geometric mechanisms.

Lemma 6. Let TG® be a square geometric mechanism. Then decreasing €
produces a refinement of it. That is, TG C*¥8 TG® iff e > ¢'.

Proof. The square geometric mechanism T'G® has the following form:

TG | x4 To cee Tp
1 a-(1—a) a™ I
L1 1+« 1+« e 1+o¢2
«a l—a a”
To Tfa T¥a e T¥a (52)
x a1 a" ?%.(1—a) 1
n 1+ 1+« cc 1+a

where a = e~ ¢, and similarly for TG with a =e~°.
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Now, this matrix is invertible and the inverse has the following form:

(TGe)~! 1 To T3 T4
T —a
X1 1o 17042 0 0
—« 1+ —«
T2 1—a)? 1—a)? 1—a)? 0 t
. ( 0 ) ( 70() (1+ag . (53)
3 (1=a)? (=) {=a)> "
—a 14+
T4 0 0 gy olar

Recalling that , ,
TG C¥8 TG® it TG =TGR (54)

for some channel R, we can construct a suitable R using (T'G°)~!, namely
R = (TG?)~1.TG* . It suffices to show that R is a valid channel.

It is clear that the rows of R sum to 1, since it is the product of matrices
with rows summing to 1.
Multiplying out the matrix R yields:

’
where « = e~ ¢ and 8 = e ¢.

R xr1 X9 T3
" 1-af (B—a)(1-8) B(B—a)(1-p)
L @T-a)0+h) (I—a)(1+5) (I—a)(1+8)
(1-af)(B—a)  (1-2aB+a®)(1-8) (1-aB)(1-B)(B-a)
T2 | T=a)2(118) (I=a)%(1+8) (I-a)%(1-B) (55)
e | BU=aB)(B—a)  (1-ap)(1-H)(B-a)  (1-2aB+a®)(1-p)
3 T=a)2(1-p) (I-a)Z(1-5) (I—a)2(1+8)

The only way that any of these matrix entries

can be less than 0 is if & > 8, or ¢ < ¢’. Thus R is a valid channel precisely
when £ > ¢’ and so TG® £2V8 T'G® as required.

O

The following theorems now follow from the previous lemmas.

Theorem 10. Let G°,G¢ be geometric mechanisms. Then G C?'& Ge iff
e > ¢&’. That is decreasing € produces a refinement of the mechanism.

Proof. Using Lemma 3 we can express G° as a square channel and from Lemma 6
it follows that the refinement holds. O

Theorem 11. Let TG*®, TGE' be truncated geometric mechanisms. Then TG® C2v8
TG® iff e > &'. That is, decreasing € produces a refinement of the mechanism.

Proof. As above, using Lemma 4 and Lemma 6. O

Theorem 7. Let OTGE,OTGE be over-truncated geometric mechanisms. Then
OTG* Z2¥8 OTG*® for any € # &'. That is, decreasing € does not produce a
refinement.
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Proof. Consider the following counter-example:

7

A¢ I xTo Be I xTo
x| 45 s x1 | 23 13 (56)
xo | Y5 45 xo | Y3 2/3
x3 | Y20 19/20 x3 | Y6 /6

Channels A¢ and B¢ are over-truncated geometric mechanisms parametrized
by € = 2log2, ¢’ = log 2 respectively. We expect B¢ to be safer than A°, that
is, Vg[w“,BEI} < Vg|n*, A%]. However, under the uniform prior 7%, the gain
function

G wp W
T 1/5 0
To 0 1 (57)
T3 4/5 0

yields Vg[r®, A¢] = 0.33 and Vg[r¥, BE'] = 0.36, thus B¢ leaks more than A°
for this adversary. (In fact, for this gain function we have Vg[n¥, A%] = Vg (n")
and so the adversary learns nothing from observing the output of A®). O

Theorem 13. Let OTG® be an over-truncated geometric mechanism. Then
reducing € does not produce a CT™** refinement, however it does produce a
CP™Y refinement.

Proof. We show the first part using a counter-example. Consider the following
channels:

A® | @ ) B |21 x
x| 4/5  1/5 x1 | 2/3 1/3 (58)
zo | 1/5 4/5 z0 | 1/3 2/3
x3 | 1/20 19/20 x3 | 1/6 5/6

Channels A° and B¢ are over-truncated geometric mechanisms using € = 2log 2,
¢’ = log 2 respectively. We can define the (prior) vulnerability V' as the usual
(convex) g-vulnerability. Then under a uniform prior 7%, the gain function given
by:

olw,o1) = 2 (59)

g(w, z2) = —1 (60)
4

g(w,x3) = R (61)

(62)

yields V™[r¥ A] = 0 and V™*[z" B] = Z. Thus A Z™* B,

For the second part, we first note that for any square geometric channel
A® we have da(z,2') = € exactly when x,2’ are adjacent rows in the matrix
(this can be seen from the construction of the square channel). Now, the over-
truncated geometric is obtained by summing columns of the square geometric.
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By construction, the square geometric A has adjacent elements A, ,, A, , sat-
isfying As.v/A,,, = € when = > 2/ and z is above (or on) the diagonal of
the channel matrix, otherwise 4«.v/4,, , = e~°. This means that each (over)-
truncation step maintains the 4=.v/4,, , ratio except when z,y and 2’,y" occur
on diagonal elements, in which case their sum is between e~ and e®. Since
this affects only 2 elements in each row, we still have that da(z,z’) = e (until
the final truncation step to produce a single 1 vector). Therefore since CP™Y
holds for the square matrix, and it holds under truncation, we must have that
it holds for over-truncated geometric mechanisms. Thus reducing € corresponds
to refinement under TPV as required.

O

We show that the randomized response mechanism behaves well with respect
to C?8 by considering 3 cases.
Firstly, we consider the case where X = ). We use the following lemmas:

Lemma 8. Let R, R be ‘square’ randomized response mechanisms. Then B =
a+p3
apB ; : . _ e +k
RYRP is a randomized response mechanism with parameter € = l0976a+85+k71

where k + 1 is the dimension of R®, R® and B.

Proof. Observe that R* can be factorised as ﬁR where R has the form:
R X1 i) e Th41
T e* 1 ... 1
xTo 1 e“ ... 1 (63)
Tp+1 | 11 .0 e®
and similarly for R®. Multiplying out gives the matrix:
B T1 T2 .- Tk+1
1 ek e +ef+(k—1) ... e24+f+(k-1)
e B a+p8 a B (64)
2 | e +e’+(k—-1) e +k oo e“+ef+ (k-1
Tht1 e“—l—eﬁ—&—(k—l) e“—l—eﬁ—&—(k—l) e TP 4+ k

(Note that the constant co-efficient factorised out the front does not affect
the e calculation for the channel). This is exactly the randomized response
mechanism required. O

Lemma 9. For any a > 1,b > 0 the function

ae® +b

_ 65
eT+a+b-—1 (65)

fz) =

defined for x > 0 is increasing and has range [1,a).
Proof. We can see that f(x) is continuous for the given domain and the deriva-

tive f’(x):% is>0foralla>1b>0.
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Additionally, at = 0 the function is defined and equal to 1. And

ae® +b ae”
- lim — 66
=a (67)

Lemma 10. Let R°, RE" be randomized response mechanisms represented by
square matrices (that is, X =Y). Then R® C*8 R® iff ¢ > ¢'.

Proof. Note first that R°, R® are in reduced (abstract channel) form and so the
partial order of C2v8 holds.

From Lemma 8, we know that the composition of 2 randomized response
mechanisms is another randomized response mechanism. Therefore, for the re-
verse direction, if € > &’ then Lemma 9 tells us that we can find a randomized
response mechanism R’ such that RER' = Re'. In the case of equality, we can
choose the identity mechanism.

For the forward direct we show the contrapositive. If ¢ < &’ then we know
there exists an R such that RS R = R°. But this means that R Cave R¢. Since
the matrices are reduced (as channels), then C®8 is a partial order and so this
implies R® [/2V& R¢. Thus we must have R® cave RY — ¢ >l O

Interestingly, we can use this result to show the second case where we con-
sider ‘over-truncated’ mechanisms.

Lemma 11. Let R, R be randomized response mechanisms with Y C X.
Then R® C®8 R® iff e > €'

Proof. Notice that this ‘over-truncated’ randomized response mechanism is just
a square randomized response mechanism ‘glued’ onto a matrix containing all
1

values R

Denote the corresponding square mechanisms by S¢, Se’ (note the parameters
are the same) and denote by N the matrix containing only —1— (note that this

n+1
is the same matrix for both R® and RE,).

From Lemma 10 we can find a square randomized response mechanism R
satisfying SR = Se" iff ¢ > ¢/. Notice that R must be doubly symmetric, since
its ith row is the same as its ith column. Thus the dot product of any column
of R with any row vector containing only ﬁ_l must yield n%_l And so we must
have N x R = N. Now we have that R°R is just S°R glued onto N which is
the same as S¢ glued onto N. And thus R also satisfies R°R = R¢". And so,
following the same arguments as for Lem 10, we have R C2v8 R®' iff ¢ > ¢/. [

Finally, we consider the case where & C ).
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Lemma 12. Let RF, R be randomized response mechanisms with X C ).
Then RS C*8 R® iff e > €.

Proof. The channel matrix R° is equivalent to the square randomized response
mechanism S of dimension || Y| x || V|| with the bottom ||Y||—|| X || rows removed
(and similarly for R¢'). This means any solution R for S is a solution for Re.
So, for the reverse direction, if € > ¢/, we can always find an R such that
Re Cave RE/.

For the forward direction we prove the contrapositive. Note that in this case we
cannot assume a partial order relation for C2V8  since there may be columns of
R® which are identical. If ¢ < &’ we want to show that R Z*'& R<'. To do this
we need to find a gain function and prior 7 such that V (7, R%) < V,(m, R®).
The min-entropy leakage will do: this is simply the sum of the column maxima
of the channel matrix. For the randomized response channels, this is given by

aet +b

V(E) = e€+a+b—1

(68)
for a channel with dimensions a X (a + b). Since this is an increasing function
of & (for a > 1), 2! we must have ¢ < ¢/ = V(R°) < V(R®). Thus
R g™ Re. O

We can now conclude the following theorem from the main body of the
paper:

Theorem 14. Let R® be a randomized response mechanism. Then decreasing
€ in R produces a refinement. That is, R C*V8 R® iff e > ¢'.

Proof. Follows from Lemma 10, Lemma 11 and Lemma 12. U

Theorem 15. Let R be a randomized response mechanism, E an exponential
mechanism and TG a truncated geometric mechanism. Then TG® CP™ R® and
TGE EPYY E¢. However CP™ does not hold between E€ and RE.

Proof. We first show that TG CP"V R®, which is equivalent to showing that
dr < dpg. For the geometric mechanism, we have drg(x,z’) = ed(z,2’) for
all z,2’ € X. For the randomized response mechanism, we have dr(z,2') = ¢
or dr(z,2’) =0 (when z,2' € Y). Thus dg < drg and so TG® CP™ Re.

We now show T'G® CP™ FE¢. Recall that we parametrize the exponential
mechanism by the smallest possible € such that it satisfies ed-privacy. In this
case, we find that for any pair z,2’ we have dg(z,z’) < ed(z,z’) whereas for
the geometric mechanism we have drg(z,2’) = ed(x, 2’). Therefore dg < dr¢
and so T'Ge CP™ E=.

The proof of CP™ not holding between E° and R® was provided in the main
body of the paper. O

21Gince the derivative is always positive for a > 1
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Theorem 18. Every (truncated geometric, randomized response, exponential)
mechanism is ‘the safest possible mechanism’ when parametrized by e = 0. That
is L C2& MO for all mechanisms L, M (possibly from different families) and
e>0.

Proof. The intuition is that all channels parametrized by € = 0 are equivalent
to the 1 channel (that is, the m x 1 channel consisting only of 1s). Indeed,
the exponential and randomized response mechanisms parametrized by ¢ = 0
have every element equal to + where n = ||Y||. These clearly reduce to the 1
channel. The truncated geometric mechanism contains all Os except for the first
and last column which contain % Again, this reduces to the 1 channel. Since
the 1 channel refines everything (that is, L £2'8 1 for any channel L), the result
follows. O

E Proofs Omitted from Section 7

Theorem 19. For any metric d: MX, we can construct a channel C¢ such that
dcd == d

Proof. Let d: M, we first show that for any zq: X', we can construct a channel
C*0 whose induced metric is below d, but coincides with it on all distances to
Tg, that is:

dew <d and doeo (xg,z) = d(zg,z) for all z: X . (69)

To construct C*°, we use just two outputs (i.e. YV = {y1,y2}) and we use the
fact that tvg on DY admits a geodesic, that it a curve v : [0, +00] — DY such
that

tvg(y(t),v(t)) = |t—1 for all ¢,t": [0, +00] . (70)

For instance, we can check that v(t) = (e7*71,1 — e=*~1) is such a geodesic.
We can now use the geodesic, to assign probability distributions on each
secret such that the properties (69) are satisfied. Concretely, define each row x
of C%0 as:
Cr = y(d(wo,2)) . (71)

We now check that the properties (69) are satisfied:

dcmo (xh 1'2)
tve (v(d(zo, 21)), v(d(zo,22))  Def. of de, C*0

|d(zo,z1) — d(xo, z2)]| 7 is a geodesic

IN

d(z1,22) triangle ineq. for d

and also
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dgeo (z0, )
= tvg(y(d(zo,20)), ¥(d(zo,2))  Def. of dc, C*°
|d(zo, z0) — d(zo, )] 7 is a geodesic
= d(zg,x) . d(zg,20) =0

Finally, C? is constructed as the visible choice of all {C*},. As a consequence,
dca will be the max of the corresponding induced metrics {d¢= },, from which
and (69) we can easily conclude that dga = d.

Finally, note that the visible choice adds the columns of all mechanisms, so
the constructed channel has 2|X| columns. However, the equality of distances
in (69) is given by the first column of CF (this is because of the way = is
constructed), hence we can merge all second columns together, giving finally a
simple construction for C? with ) = X U {1} (i.e. having |X| + 1 columns)

cd, = x| tedmt r,y€eX, (72)
Cd, = 1-|xTIYy, e d@alTt reX. (73)
0
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Figure 3: Refinement of mechanisms under C?'€ for 5 x 5 channels. The x-axis
represents the € on the LHS of the relation, and the y-axis represents the one
on the RHS. The top graph represents refinement of the truncated geometric
mechanism (that is, TG C'8), the middle graph is refinement of randomized
response (R C?v8), and the bottom graph is refinement of the exponential mech-
anism (E C?'8).
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