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Validation of numerical computations in critical software

» Embedded software do perform more and more numerical
computations: filters, interpolators, approximation of
elementary functions ...

» Conception designed in real numbers: what is the impact of a
finite precision implementation 7
» What is a correct program using floating-point numbers ?
» No run-time error, such as division by 0, overflow, etc
» The program does compute something “not too far” from
what is expected (=the result computed in real numbers)
» No problematic control-flow difference between real and
floating-point computation (same nb of iterations)
» Can we also prove the algorithm correct (method error) ? C:@J
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Householder scheme for square root computation
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Floating-point numbers (IEEE 754 norm)

» Limited range and precision : potentially inaccurate results or
run-time errors
» A few figures for simple precision normalized f.p. numbers :
> largest ~ 3.40282347 x 1038
» smallest positive ~ 1.17549435 x 10738
» max relative rounding error = 2723 ~ 1.19200928955 * 10~
» Consequences:

» potentially non intuitive representation error:
% = 0.00011001100110011001100- - - (binary)
= f/oat(%) = 0.1000000014901161194 - - - (decimal)
» absorption : 1+ 1078 =1 in simple precision float
» associative law not true : (—1+1)+ 1078 # -1+ (1 +107%)
» cancellation: loss of relative accuracy if subtracting close nb€:63
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In real world : costly or catastrophic examples

» 25/02/91: a Patriot missile misses a Scud and crashes on an
american building : 28 deads.

> the missile program had been running for 100 hours,
incrementing an integer every 0.1 second
» but 0.1 not representable in a finite number of digits in base 2
> Drift on 100 hours ~ 0.34s : location error ~ 500m
» Explosion of Ariane 5 in 1996 (conversion of a 64 bits float
into a 16 bits integer : overflow)
» An index of the Vancouver stock exchange in 1982
> truncated at each transaction : errors all have same sign
» within a few months : lost half of its correct value
» Sinking of an offshore oil platform in 1992 : inaccurate finite:ej
element approximation
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Static Analysis

» Analysis of the source code, for a set of inputs and
parameters, without executing it:

> does the program always terminate?

» does the program ever reach a bad state?

> is there a possibility of run-time error, such as division by zero?
» synchronization errors (deadlocks, data races)?

» does the program compute accurately?

» Automatic static analysis vs other approaches:

» Pen and paper proof tedious and error-prone

» Testing / bug finding not exhaustive

» Formal proof needs expertise, applicable for small programs

> ... but static analysis may be over-approximated C:@j
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Problem of undecidability

» The ideal static analyzer (for run-time error) is

» sound: if there is an error, the analyzer reports it
» complete: if the analyzer reports an error, it is a genuine one

» But any interesting program property is undecidable in
general:

> in general choose sound (but not complete)
> then focus on trade-off between performance and accuracy
» static analysis by abstract interpretation (Cousot P. and R. 77)
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FLUCTUAT static analyzer: models float as real + error

float x,y,z;
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= Then abstraction for each term (real value and errors) C:@J
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Sound abstraction based on Affine Arithmetic

» The real value of variable x is represented by an affine form X :
X=x0+x1€1+ ...+ XnEn,

where x; € R and the ¢; are independent symbolic variables
with unknown value in [—1,1].

» Sharing ¢; between variables expresses implicit dependency:
concretization as a zonotope
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Abstract domain based on affine arithmetic

» Assignment of a variable x whose value is given in a range
[a, b] introduces a noise symbol ¢; :

(a+b) (b—a)
2 * 2

» functional abstraction: link to the inputs via the noise symbols,
allowing sensitivity analysis and worst case generation

X =

Ej.

» Addition is computed componentwise (no new noise symbol):

K+9=(og+ap)+(af +ay)er + ...+ (af + a)en

» Non linear operations : approximate linear form (Taylor
expansion), new noise term for the approximation error

» Efficient join operator (on-going work for a better meet C:@j
operator)
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Back to the Householder scheme
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Second order filters
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Some related work and tools for f.p.programs

Tools dedicated to the analysis of f.p. behavior:
» CADNA: roundoff error estimation by stochastic testing
http://www-anp.lip6.fr/cadna/
» GAPPA: automatic proof generation of arithmetic properties
http://lipforge.ens-1lyon.fr/www/gappa/
Tools that take into account f.p. semantics:
» ASTREE: static analysis of run-time error
http://wuw.astree.ens.fr/
» FRAMA-C: platform for source-code analysis of C software
http://frama-c.cea.fr/index.html
» POLYSPACE: static analysis of run-time error
www.mathworks.com/products/polyspace/ C:@J
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